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Abstract: Nowadays, large amount of data is stored on the cloud which is required to be protected from the 

unauthorized users. To maintain the privacy and security of data various algorithms are used. The objective of 

every system is to achieve confidentiality, integrity, availability (CIA). However, the existing centralized cloud 

storage lacks to provide these CIA properties. So, to enhance the security of data and storing techniques, 

decentralized cloud storage is used along with blockchain technology. It effectively helps to protect data from 

tampering or deleting a part of data. The data stored in blockchain is linked to each other by a chain of blocks. 

Each block has its hash value, which is stored in next block. For this purpose, SHA-512 Hashing algorithm is 

used. Hashing algorithm is used in many aspects, where the security of data is required such as message, 

password verification, digital certificates and in blockchain. By the combination of these methods and 

algorithms, data becomes more secure and reliable. However, with the help of various algorithms, the security of 

the data can be enhanced. Also, Advance Encryption Standard (AES) is used to encrypt and decrypt the data due 

to the significant features of this algorithm.  

 

I. INTRODUCTION 

    

            Data security, integrity, and trust in cloud computing can be significantly enhanced by implementing 

decentralized blockchain technology. By using consensus mechanisms and hashing algorithms, the system can 

protect against unauthorized access, tampering, and modifications, ensuring data anonymity and transparency. 

Additionally, blockchain's ability to track and audit transactions promotes transparency and accountability in the 

cloud computing environment. Furthermore, its decentralized nature offers enhanced resilience against potential 

cyber threats. However, it is important to note that the choice of blockchain architecture, such as permissioned or 

permissionless, public or private, will depend on the specific requirements and objectives of the cloud computing 

system. By carefully designing the architecture, organizations can maximize the benefits of blockchain 

technology while minimizing potential challenges and vulnerabilities.  

The problem statement can be broken down into key components: 

a. Data Security: The primary objective is to enhance the security of data stored in cloud storage. 

This includes safeguarding against unauthorized access, data breaches, and data corruption. 
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b. Decentralization: Implementing a decentralized blockchain network to ensure that data is not 

stored on a single centralized server but distributed across a network of nodes, making it more resilient to 

attacks. 

c. Data Integrity: Ensuring data integrity by implementing mechanisms such as cryptographic 

hashing and digital signatures to verify the authenticity and integrity of data stored in the blockchain. 

d. Access Control: Implementing robust access control mechanisms to allow only authorized users or 

entities to access and modify the stored data. 

e. Privacy Protection: Protecting the privacy of data owners by implementing privacy-preserving 

techniques, such as zero-knowledge proofs or encryption, to ensure that sensitive information remains 

confidential. 

 

II. LITERATURE SURVEY 

 

 Data breaches and privacy violations have become a major concern in cloud computing. While 

traditional methods of securing data rely on centralized servers, they are increasingly susceptible to cyberattacks. 

In response, researchers have explored decentralized blockchain technologies as an alternative approach to 

enhance security in cloud computing. The integration of blockchain technology with cloud computing presents a 

promising solution to address the security challenges faced by the latter. By leveraging the inherent 

decentralization and cryptographic security of blockchain, organizations can ensure data integrity and 

confidentiality while also maintaining the scalability and efficiency of cloud computing services. 

Cloud storage has become increasingly popular in recent years due to its convenience and 

accessibility. However, it also poses significant security risks, as sensitive data can be accessed by unauthorized 

parties if not properly protected. The existing literature on data security in cloud storage has identified various 

vulnerabilities and proposed different solutions to address them. One common approach is to use encryption 

techniques to protect data while it is being stored or transmitted. Another approach is to use access control 

mechanisms to restrict the users who can access the data. 

Blockchain technology has emerged as a potential solution for enhancing the security of data in cloud 

storage. The decentralized nature of blockchain makes it difficult for hackers to tamper with the data, as any 

changes made to the data would be immediately visible to all participants in the network. Additionally, the use of 

smart contracts can automate the enforcement of access control policies, reducing the risk of human error. 

However, the literature also highlights some limitations of using blockchain for data security, such as scalability 

issues and the high computational costs of performing cryptographic operations on the blockchain. 

III. ANALYSIS   

 

3.1 Introduction   

        We have conducted experiments on our collected dataset and extensive results have demonstrated 

that our model outperforms all other existing models. In the future, we will investigate more tasks under this 

framework, such as event summarization and event attribute mining in social media.  
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IV. DESIGN    

 

4.1 Introduction    

          Design Engineering deals with the various UML [Unified Modelling language] diagrams for the 

implementation of project. Software design is a process through which the requirements are translated into 

representation of the software. Design is the place where quality is rendered in software engineering. Design is 

the means to accurately translate customer requirements into finished product. 

 

4.2 UML diagrams  

    4.2.1 Use Case Diagrams  

 

 

Fig: 4.2.1 

 

EXPLANATION:  

       The main purpose of a use case diagram has an actor has a data owner and data users. Data 

owners has a perform a upload a file. it will view a own files. Data owner has a view requests from the users. 

Data owner can also sends a keys. Data user has a search a files. Data users can also view response of the owner. 

Data user has a encrypt a data. Data user has a file key request and then file it has a download. Cloud has a 

stored data it will have a trace and blocks a data.  
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4.2.2 Class Diagram   

 

   

Fig: 4.2.2 

 

EXPLANATION:  
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      In this class diagram represents data owner has a class it has a attributes and operations performs 

in the cloud. User has the attributes it was also have operations search file view responses and it will have a 

encrypt data. It has file keys to download owner data. In cloud has a trace and blocks a data information.  

 

 

   

   

   

   

                                

4.2.3 Sequence Diagram:   

   

                                                             

                          

    

 

Fig: 4.2.3 

 

 

EXPLANATION:  
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      Sequence diagrams are graphical representations user has a register and login. Data user has a 

search files. Data users can also view response of the owner. Data user has a encrypt a data. Data user has a file 

key request and then file it has a download. Data owner has a register and then login. Data owners has a perform 

a upload a file. it will view own files. Data owner has a view a request from the users. Data owner can also sends 

a keys. Cloud has a stores a data it will have a trace and blocks a data. All information has a gather at a cloud 

storage database.  

    

 

 

4.2.4 Activity Diagram:   

 

 

 

 

Fig: 4.2.4 

 

  

 

 4.2.5 State Diagram: 
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Fig:4.2.5 

 

EXPLANATION:  

     State diagram are a loosely defined diagram to show workflows of stepwise Data user has a search 

a files. Data users can also view response of the owner. Data user has a encrypt a data. Data user has a file key 

requests and then file it has a download. Data owner has a register and then login. Data owners has a perform a 

upload a file. it will views a own files. Data owner has a view a requests from the users. Data owner can also 

sends a keys. Cloud has a stores a data it will have a trace and blocks a data. It has a gathers at a database.  

V. Output Screens   
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                                                       Fig: 5.4.1 Home Page 

 

 

   

                                   Fig:5.4.2 Cloud Login Page 

 

   

 

   

Fig: 5.4.3 Data Owner Login Page 
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Fig: 5.4.4 Data user Login 

 

 

   

 

   

Fig: 5.4.5 Data Owner Registration page 
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Fig: 5.4.6 Data user Registration page 

 

 

   

 

 

 

   



International Journal of Multidisciplinary Engineering in Current Research - IJMEC 

 Volume 8, Issue 12, December-2023, http://ijmec.com/, ISSN: 2456-4265 

 

 

ISSN: 2456-4265 
© IJMEC  2023 

275 
  

                                      Fig: 5.4.7 Data user Home page 

 

 

 

Fig:5.4.8 Data User Cloud files Login page 
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                                     Fig: 5.4.9 Data User Search page 

 

 

Fig: 5.4.10 Data Owner Home page 
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Fig: 5.4.11 Data Owner View Files Login page 

 

 

Fig: 5.4.12 Data Owner Send Key page 
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Fig: 5.4.13 Data Owner File Request page 

 

 

Fig: 5.4.14 Decentralised Cloud Home page 
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Fig: 5.4.15 Trace Data page 

 

 

Fig: 5.4.16 Block Data page 
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Fig: 5.4.17 Data Owner Information page 

 

 

Fig: 5.4.18 Data User Information page 
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CONCLUSION    

    

Project Conclusion:     

      As per the literature and study we can say that there are certain limitations of centralized storage. 

So to enhance the security of data we can use decentralized cloud storage. This paper suggests a secure and 

efficient way to store data on cloud. Block chain-based cloud storage with data encryption gives data security in 

decentralized structure. The proposed model is suitable to implement the block chain structure. The algorithms 

used to implement the system model is efficient and required less time and give high security for the data which 

is being stored on cloud. This kind of architecture makes the system more robust and resistant to different 

security attacks which are performed by unauthorized users who try to steal and disclose the information in data 

files of user for their benefits.     
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Future enhancement:       

      Though the proposed system is capable of providing security, reliability to data using 

decentralized cloud and blockchain technology, there are more and various security issues to it. Blockchain 

technology also gets attacked by different attacks such as Fork problem or scale of blockchain etc. So more focus 

can be given to avoid these attacks in future.     
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