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ABSTRACT: The web is currently the most reliable and popular form of commercial and personal
communication. On the web, users load millions of gigabytes of data every day through a variety of routes, and
user input might be malevolent. As a result, security becomes a crucial component of web applications. Due to
their accessibility, they are vulnerable to several flaws that, if ignored, might be harmful. These gaps are used by
the attackers to engage in a variety of illicit operations that allow them to get unauthorized access. One such
attack that is simple to carry out but challenging to detect due to its various forms and channels is SQL Injection.
This might lead to theft, a data breach, or property loss. The suggested classifier combines a role-based access
control system for detection with the Naive Bayes machine learning method. On the basis of test cases drawn

from the three SQLIA attacks comments, union, and tautology the suggested model is put to the test.

INTRODUCTION

The internet is a popular platform for many enterprises and everyday transactions around the world. Relational
databases, which are accessed through statements written in a unique language known as Structured Query
Language (SQL), constitute the foundation of every web-based application. Using unconstrained user input
parameters, the attacker injects SQL characters or keywords into a SQL statement to change the original query's
logic. This injection technique is used to attack websites. A query is created each time a user-generated request is
made. The user input in the query could be harmful. It's crucial to teach our web apps that user input can come
from dangerous sources and comes from outside sources.

Therefore, before it is actually executed, we need to process it. The programmer is in charge of creating
sophisticated code that thwarts any unauthorized entry. However, because of carelessness or ignorance, the user
input is left unprocessed, giving the attacker a way in to the system. Based on the type of user input channel, the
server response, how the server responds to the malicious user input, impact point, etc., there are various forms
of SQL injection attacks. Some of the fundamental injection kinds include blind SQL injection, union-based
assault, tautology attack, and error-based attack. The SQL query is changed in the tautology type so that the
criteria always return TRUE. When in union In a query-based attack, the queries are appended with the UNION

statement so that one of them executes a harmful function.
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METHODOLOGY

DATA COLLECTION

Data collection is a process in which information is gathered from numerous sources which is latterly used to

develop the machine literacy models. The data should be stored in a way that makes sense for problem. In this

step the data set is converted into the accessible format which can be fed into machine literacy models. Data

used in this paper is a set of data with features. This step is concerned with opting the subset of all available

data that you'll be working with. ML problems start with data rather, lots of data( exemplifications or

compliances) for which you formerly know the target answer. Data for which you formerly know the target

answer is called labelled data.

DATAPRE-PROCESSING

Organize your named data by formatting, drawing and testing from it.

Three common datapre-processing way are

Formatting

The data you have named may not be in a format that's suitable for you to work with. The data may be in a

relational database and you would like it in a flat train, or the data may be in a personal train format and you

would like it in a relational database or a textbook train.

Cleaning

Cleaning data is the junking or fixing of missing data. There may be data cases that are deficient and don't carry

the data you believe you need to address the problem. These cases may need to be removed. also, there may be

sensitive information in some of the attributes and these attributes may need to be anonym zed or removed from

the data entirely.

Sampling

Sampling There may be far more named data available than you need to work with. further data can affect in

much longer running times for algorithms and larger computational and memory conditions. You can take a

lower representative sample of the named data that may be important faster for exploring and prototyping

results before considering the whole dataset.

3.FUTURE EXTRATION

Next thing is to do point birth is an trait reduction process. Unlike point selection, which ranks the being
attributes according to their prophetic significance, point birth actually transforms the attributes. The
converted attributes, or features, are direct combinations of the original attributes. Eventually, our models are
trained using Classifier algorithm. We use classify module on Natural Language Toolkit library on Python. We
use the labelled dataset gathered. The rest of our labelled data will be used to estimate the models. Some
machine learning algorithms were used to classifypre-processed data. The chosen classifiers were Random

timber. These algorithms are veritably popular in textbook bracket tasks.

4.Model evaluation
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Model evaluation serves as a critical checkpoint in the journey of model development, aiding in the selection of
the most fitting model for representing data and projecting its future performance accurately. Relying solely on
the training data for evaluation is frowned upon in data science due to its tendency to breed overly optimistic and
tightly fitting models. In navigating this challenge, two primary methodologies emerge: Hold-Out and Cross-

Validation.

The Hold-Out approach involves dividing the available data into two distinct sets: one for training the model and
another for testing its performance. Although straightforward and computationally efficient, this method can be

sensitive to the random partitioning of data.

On the other hand, Cross-Validation introduces a more intricate process. It partitions the data into multiple
subsets or folds, repeatedly training the model on a subset and validating it on the remainder. By iteratively
reshuffling the data, Cross-Validation offers a more robust estimate of model performance, particularly beneficial

when dealing with limited data.

Crucially, both methods adhere to the principle of utilizing a separate test set unseen during model training. This
ensures a realistic evaluation of the model's generalization capability, further fortifying its reliability in real-

world applications.

LITERATURE SURVEY
This section briefly describes the exploration and work done so far on detecting SQL Injection attacks and
precluding them effectively. The exploration work done so far on detecting SQL Injections can be
astronomically classified into two types of approaches. The first approach is to securely write the source law
itself to apply enough input confirmation for SQL queries. The alternate approach is to emplace fresh software
to corroborate the SQL queries being passed through web operations to be executed across the database.
recently some experimenters have also stressed the significance of using these two approaches in combination
to achieve a further dependable SQL Injection discovery model. In this section, both the approaches and the
exploration work done in those fields is bandied. Goud etal. developed a JDBC checker that's a static analysis
tool to check for crimes in SQL strings and corroborate them for implicit vicious queries( 3). It verifies the
SQL strings forcorrectness and promises to identify and indicate implicit crimes in SQL queries. The way it
works is rather of stoutly checking each query while it's generated at runtime, it statically creates a list of all
implicit SQL strings that could be executed across a particular operation and also analyses all those implicit
SQL strings for vicious content and semantic crimes. The problem with this approach could be multiple,
including the high storehouse that will be needed for storing all the implicit SQL queries, and how could a tool
induce all possible implicit queries for an operation. There's a huge possibility that it would miss out on
prognosticating SQL query statements that were actually executed. To overcome this limitation of static analysis,

a tool named CANDID was developed, that stands for ‘ seeker Evaluation for Discovering Intent stoutly ’,( 4). It
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works on the conception of programmer intent. The conception of programmer intent describes how a SQL query
structure should look like if it's formed exactly as was intended by the programmer of the operation. There's a
pattern observed in SQL injection attacks that the vicious SQL query executed across database always has a
different structure than the bone

that was intended by the programmer. Authors of this paper believed that relating this difference in structure
could be a significant step towards successfully relating and precluding SQL injection attacks. The way this tool
achieves its thing is that it stoutly creates the programmer intended SQL query structure when the program
reaches a position where it'll induce and execute a SQL query. This generated programmer intended SQL query
is also compared with the factual SQL query that was passed by the stoner, to identify and help the vicious
queries from being executed. latterly a many experimenters came up with the idea of combining the use of static
analysis and dynamic monitoring to efficiently help SQL Injection attacks. AMNESIA is a tool that was
developed on this idea of using both static and dynamic approaches( 5). In this approach, the operation law
itself contains information to produce all the possible SQL queries that could be generated by the operation. All
these possible licit queries are Generated and stored for comparison. At the same time dynamic monitoring is
done of SQL queries generated at runtime, and each stoutly generated SQL query is compared to the list of
possible SQLqueries.However, in the list of possible licit SQL queries, the query is classified as vicious and
isn't allowed to be executed on the database, If no match is set up for a SQL query generated as a Result of some
input from a stoner. This system has its own set of downsides, biggest one being that it isn't a hundred percent
accurate and could induce a lot of false cons. Buehrer etal. used analogous approach of comparing the actually

generated queries with the bone that should have been generated( Programmer intended).
Proposed System

In our forthcoming system, we plan to leverage a mix of machine learning algorithms for classification, with a
specific focus on integrating the Naive Bayes algorithm. The effectiveness of our model will be assessed through
extensive testing using test cases derived from three common SQL attack types: comments, union, and tautology
Advantages:

More accuracy

Using different algorithms we can get more training data set

System Architecture:
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Dataset Dataset Feature
collection preprocessing extraction
Data
Performance MI modelling classification
analysis
Test data
Feasibility study

Feasibility study in the sense it's a practical approach of enforcing the proposed model of system. Then for a
machine literacy systems. we generally collect the input from online websites and filter the input data and
fantasize them in graphical format and also the data is divided for training and testing. That training is testing
data is given to the algorithms to prognosticate the data.

1. First, we take dataset.

2. Sludge dataset according to conditions and produce a new dataset which has trait according to analysis to be
done

3. PerformPre-Processing on the dataset

4. Split the data into training and testing
5. Train the model with training data also dissect testing dataset over bracket algorithm
6. Eventually you'll get results as delicacy criteria
UML Diagram:

*  The Unified Modeling Language (UML) is used to specify, visualize, modify, construct and document the
Architecture of an object-oriented software intensive system under development. UML offers a standard way to
visualize a system's architectural blueprints

Use case diagram:
A use case diagram is a way to summarize details of a system and the users within that system. A use

case is a methodology used in system analysis to identify, clarify and organize system requirements
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Sequence Diagram:

Sequence Diagram Represent the objects sharing the commerce horizontally and time vertically. A Use Case is
a kind of behavioral classifier that represents a protestation of an offered geste Each use case specifies

some geste of the subject without reference to its internal structure. These conduct, involving relations between
the actor and the subject, may affect in changes to the state of the subject and dispatches with its terrain. A use

case can include possible variations of its introductory geste and error running.
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RESULTS AND DISCUSSION

We implemented and evaluated the classifier for SQLIAs detection using the machine learning Naive-Bayes
Algorithm. In the learning process, the training dataset is read by the application from text files and puts each
data to the learning method of the classifier. The classifier generates feature vectors from received data by blank
separation and tokenizing method and learns it by machine learning method. The feature vector also includes
role of the user which is used for classification based on Role Based Access Control mechanism. In the
classification process, the application reads the test dataset from text files and puts each data to the classification
method of the classifier. From the generated feature vector

classification is done. The classification results of the Naive Bayes machine learning approach is analyzed by

Precision and Recall in the application.

Output:
Training and validation accuracy Training and validation loss
0975 040
= TFaining loss
0950 Validation loss
035
0925
0900 0
0875 025
0850
020
0825 S
015
0800 = Taining accuracy
= Validation accuracy
01?5 T T T T T T T T 010 T T T T T T T T
0 1 2 3 4 5 6 7 ] 1 2 3 4 5 6 7
SQL Query Injection Prediction
che is deprecated. Please use one of Streamlit’s new caching commands, st.cache yta Or
More information in our docs
= is deprecated. Please use one of Streamlit's new caching commands, st.cache_data Or
More information in our docs
Training Accuracy:
Test Accuracy:
Enter SQL Query
passeig picasso, 23,
Prediction:
Prediction Probability (Not Vulnerable, Vulnerable):
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CONCLUSION

The SQL Injection Prediction project has provided valuable insights into the detection and prevention of SQL
injection attacks. The findings of this project can have significant implications for enhancing the security of web
applications. Key conclusions from the project include:
U Machine Learning Models:
Machine learning models can effectively predict SQL injection attacks with high accuracy
and can be integrated into existing security systems.
U Feature Importance:
Certain features, such as the length of input, presence of special characters, and the
number of SQL keywords
U False Positives:
While machine learning models can accurately predict SQL injection attacks, they may also

generate false positives
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