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ABSTRACT :

Drones, or Unmanned Aerial Vehicles (UAVs), have
become integral to various industries, offering
applications in agriculture, surveillance, logistics,
and emergency response. However, the increasing
reliance on drones raises significant security
concerns due to vulnerabilities in their hardware,
software, and communication systems. This report
provides a comprehensive analysis of drone
security, focusing on threats such as GPS spoofing,
signal jamming, and unauthorized access. It
highlights vulnerabilities in key components like the
Pixhawk 2.4.8 flight controller, u-blox 7M GPS
module, FS-iA10B receiver, and REFD868UX-SMT
telemetry module. The document examines the risks
posed by communication protocols, including
MAVLink, and the potential for attacks like man-in-
the-middle (MitM), replay, and denial-of-service
(DoS). It also explores strategies to secure drone
systems, emphasizing encryption, geofencing,
redundancy, intrusion detection systems (IDS), and
secure key exchange mechanisms to prevent hacking
and ensure operational safety.

The report further investigates the implementation
of frequency hopping spread spectrum (FHSS)
technology to enhance signal security and the
integration of companion computers for advanced
monitoring and anomaly detection. It provides case
studies of real-world drone hacking incidents,
illustrating the impact of security breaches and the
effectiveness  of countermeasures.  Advanced
solutions, such as secure boot processes, firmware
updates, and multi-layered encryption protocols,
are discussed to safeguard drones against emerging

cyber threats. Additionally, it outlines future
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directions, including the use of machine learning for
threat detection and the development of cyber-
secure autopilot systems. As drones continue to
evolve and play vital roles in critical applications,
this report underscores the importance of adopting
robust security frameworks to protect against
potential attacks and maintain the reliability of UAV

operations.

1-INTRODUCTION
Drones, or Unmanned Aerial Vehicles (UAVs),
have transformed numerous industries by offering
capabilities that were previously unattainable. They
are utilized in sectors such as agriculture,
surveillance, logistics, and emergency response due
to their ability to operate autonomously and perform
complex tasks remotely. This technological
advancement, however, introduces substantial
security challenges. As drones become increasingly
integrated into critical infrastructure, the potential
for cyber threats  grows,  necessitating
comprehensive security measures to protect these

systems from exploitation.

Importance of Securing Drone Components

Securing the components of drones is critically
important due to the multifaceted roles these devices
play in modern society, ranging from commercial
applications to sensitive military operations. Each
component of a drone, whether it be the flight
controller, GPS module, communication systems, or
sensors, plays a vital role in the overall functionality
and safety of the UAV. Therefore, ensuring the

security of these components is essential to prevent
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unauthorized access, data breaches, and potential

hijacking.

2-LITERATURE SURVEY
Pixhawk 2.4.8 Flight Controller Manual
Pixhawk 2.4.8 is a robust, opensource flight
controller extensively used in drones for its
versatility and reliable performance. It integrates
multiple  sensors, including a  gyroscope,
accelerometer, and magnetometer, ensuring accurate
flight control. Despite its capabilities, the controller
is susceptible to vulnerabilities such as tampered
firmware or unsecured configurations, leading to
unauthorized access or operational disruptions.
Firmware updates, secure boot processes, and
encrypted communication protocols are critical for
enhancing its security[1]
ublox 7M GPS Module Manual : The ublox 7M
GPS module is known for its compact design and
high sensitivity in challenging environments. Its
primary vulnerability lies in GPS spoofing and
jamming, which can mislead the drone’s navigation.
Antispoofing technologies and the integration of
inertial navigation systems are recommended to
mitigate these threats, ensuring accurate positioning
even in adverse conditions[2]
FSiA10B Receiver Manual This 10channel
receiver employs AFHDS 2A protocol and features
dual antennas for stable connectivity. While it is
reliable for controlling RC models, signal
interception and replay attacks are potential security
concerns. The adoption of Frequency Hopping
Spread Spectrum (FHSS) and robust encryption
significantly reduces the risk of unauthorized access
and enhances signal integrity[3]
RFD868UXSMT Telemetry Module Manual :
The RFD868UXSMT module excels in longrange
communication with AES256 encryption for secure
data transmission. However, vulnerabilities like

maninthemiddle (MitM) and denialofservice (DoS)
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attacks pose risks. Secure key exchange protocols,
periodic encryption key rotation, and intrusion
detection systems are essential for maintaining
secure and reliable telemetry[4]

MAYVLink Protocol Vulnerabilities : MAVLink is
widely used for telemetry and command operations
in drones. However, its default lack of encryption
and authentication exposes it to MitM attacks and
replay vulnerabilities. Transitioning to MAVLink
2.0, which includes signing and encryption
capabilities, is vital to ensuring secure
communication. Additional measures such as
Transport Layer Security (TLS) can further enhance

protection[5]

3-METHODOLOGY

Pixhawk 2.4.8 Controller

The Pixhawk 2.4.8 is a highly regarded opensource
flight controller that is extensively used in a variety
of drone applications, including fixedwing aircraft,
multirotors, and rovers. It belongs to the Pixhawk
family of controllers, which are known for their
versatility and robust performance, making them
suitable for both hobbyist and professional UAV
applications. The Pixhawk 2.4.8 is designed to
provide advanced flight control capabilities,
supporting a wide range of sensors and peripherals

to enhance the drone's functionality and reliability

Ublox 7M GPS Module

The ublox 7M GPS module is a compact and highly
efficient GPS receiver designed for integration into
a wide range of applications, from drones and
automotive systems to portable devices. This
module is built on the advanced ublox 7 chipset,
which is renowned for its ability to deliver reliable
and accurate positioning data, even in challenging
environments where GPS signal reception can be

difficult, such as urban canyons or densely forested
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areas. The high sensitivity of the ublox 7M module
allows it to acquire and track GPS signals
effectively, ensuring consistent and precise location
information even under weak signal conditions. This
capability is crucial for applications that require
accurate navigation and positioning, such as
unmanned aerial vehicles (UAVs) and other mobile
devices.

One of the standout features of the ublox 7M is its
low power consumption, which makes it particularly
suitable for batterypowered applications like drones,
where energy efficiency is essential for prolonged
operation without frequent recharging. The module's
design prioritizes minimal power usage without
compromising performance, allowing devices
equipped with the ublox 7M to operate for extended
periods. Additionally, the module offers a fast
timetofirstfix (TTFF), enabling it to quickly acquire
satellite signals and determine its position upon
powerup, which is beneficial for applications that
demand immediate location data, such as emergency
response systems and realtime tracking devices.
The compact form factor of the ublox 7M allows for
easy integration into devices where space and
weight are at a premium, such as UAVs and
wearable technology. Despite its small size, the
module does not compromise on performance,
making it a versatile solution for a wide range of
applications. Furthermore, while primarily a GPS
module, the ublox 7M can be configured to support
other Global Navigation Satellite Systems (GNSS),
such as GLONASS. This multiGNSS capability
enhances its positioning accuracy and reliability by
utilizing multiple satellite constellations, providing
users with more robust and precise location data.
Overall, the ublox 7M GPS module is a versatile and
reliable solution for applications demanding
accurate and efficient GPS positioning. Its robust
performance in various environments and

compatibility with multiple GNSS systems make it
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a preferred choice for developers and engineers
across different industries, ensuring that devices
equipped with this module can maintain accurate
and reliable navigation capabilities, even in the most

challenging conditions.

FSiA10B Receiver

The FSiA10B is a 10channel 2.4GHz receiver
designed for use with FlySky transmitters. It is
commonly used in various remotecontrolled (RC)
models, including drones, aircraft, and other RC
vehicles. The FSiAl0OB is known for its
compatibility with iBus, PWM, and PPM output
modes, making it a versatile option for different RC
systems. This receiver is popular among hobbyists
and professionals due to its reliability, range, and

ease of use.

RFD868ux-SMT Telemetry Module

The RFD868ux-SMT Telemetry Module is a
sophisticated long-range communication device
designed to deliver reliable data transmission in
various telemetry applications. As part of the
renowned RFD900x series, this module excels in
environments that demand robust performance, such
as unmanned systems, industrial automation, and
remote monitoring scenarios. One of its key features
is the ability to facilitate long-range communication,
often exceeding 40 kilometers, depending on
environmental factors and antenna configurations.
This capability makes it particularly suitable for
applications ~ where  maintaining a  strong
communication link over vast distances is critical.
In addition to its range, the RFD868ux-SMT
supports high data rates, ensuring quick and efficient
data transfer. This is essential in real-time
applications like drone operations, where timely
data transmission is crucial for control and
monitoring. Security is another cornerstone of the

RFD868ux-SMT, as it incorporates advanced
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encryption protocols, such as AES-256, to protect
data integrity and confidentiality from unauthorized
access.

The module is also highly flexible in terms of
network configuration, supporting point-to-point,
point-to-multipoint, and mesh networks. This
adaptability allows it to be deployed in a wide range
of scenarios, from simple two-device setups to
complex multi-node networks. Moreover, the
RFD868ux-SMT is designed for ease of integration,
compatible with standard communication protocols,
and features a compact, surface-mount technology
(SMT) design that suits space-constrained
applications. Built to operate reliably even in harsh
environments, it includes features like error
correction and robust link quality indicators,
ensuring consistent performance across various
conditions.

The RFD868ux-SMT finds application in several
fields, notably in unmanned aerial vehicles (UAVs),
where it provides stable long-range communication
for telemetry and control. In industrial automation,
it facilitates secure and reliable data transmission for
monitoring and controlling machinery. Remote
monitoring systems, such as those used in
environmental stations or pipelines, also benefit
from its long-range capabilities. Additionally, it
supports precision agriculture by enabling the
control and monitoring of machinery and sensors
over large distances. With these features, the
RFD868ux-SMT serves as a critical component in
ensuring reliable and secure communication across

diverse and challenging applications.

4- SECURITY TECHNIQUE
In the rapidly evolving field of drone technology,
ensuring the security of these unmanned aerial
vehicles (UAVs) is of paramount importance.
Drones are increasingly used for critical operations

across various industries, making them potential
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targets for malicious actors. This section delves into
essential security measures that can be implemented
to protect drones from hacking, focusing on the
Pixhawk 2.4.8, u-blox 7M GPS module, FS-iA10B
receiver, and RFD 868 UX telemetry module.

Secure Communication Protocols
Communication between the drone and its ground
control station (GCS) is a critical component of
drone operation. This communication often occurs
over radio frequency (RF) channels, making it
vulnerable to interception, jamming, and spoofing.
To safeguard these communications, secure
protocols must be employed.

For drones using the Pixhawk 2.4.8 with the RFD
868 UX telemetry module, implementing the
MAVLink protocol with encryption is essential.
MAVLink, a lightweight messaging protocol, is
commonly used for communication between drones
and GCS. However, in its standard form, MAVLink
lacks built-in encryption, making it susceptible to
eavesdropping and data tampering. By enabling
MAVLink 2.0, which supports signing and
encryption, you can significantly enhance the
security of the communication link.

Furthermore, the telemetry module should be
configured to use frequency hopping spread
spectrum (FHSS) techniques. FHSS is a method
where the signal rapidly switches between multiple
frequency channels, making it difficult for an
attacker to jam or intercept the communication. This
approach is particularly effective when paired with
the RFD 868 UX, as it supports advanced RF
security features. In addition to MAVLink and
FHSS, integrating Secure Sockets Layer (SSL) or
Transport Layer Security (TLS) protocols can
provide an additional layer of security for IP-based
communication. SSL/TLS protocols ensure that data
transmitted between the drone and the GCS is

encrypted, preventing unauthorized access.
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Regular Firmware and Software Updates
Firmware and software updates are crucial in
maintaining the security of any electronic system,
including drones. The Pixhawk 2.4.8 flight
controller, u-blox 7M GPS module, FS-iA10B
receiver, and RFD 868 UX telemetry module rely on
firmware to operate correctly. Over time,
vulnerabilities may be discovered in the firmware
that can be exploited by hackers. Manufacturers
often release updates to patch these vulnerabilities,
making it essential to keep all firmware up-to-date.
To manage firmware updates effectively, it is
important to implement a systematic update process.
This involves regularly checking for updates from
the manufacturers of the Pixhawk, u-blox, FlySky,
and RFD modules. Additionally, subscribing to
security advisories and mailing lists can ensure that
you are promptly informed about any critical
updates or newly discovered vulnerabilities.

When applying updates, it is essential to verify the
integrity of the firmware. Only firmware obtained
directly from trusted sources should be used, and
checksums or digital signatures should be verified to
ensure that the firmware has not been tampered with.
This step is crucial in preventing the installation of
malicious firmware that could compromise the
drone's security.

In environments where drones are deployed for
extended periods, it is advisable to set up automated
systems for detecting and applying updates. This can
be particularly useful for fleets of drones, where
manual updates would be time-consuming and prone
to human error. However, care should be taken to
test updates in a controlled environment before
widespread deployment to ensure compatibility and

stability.

Intrusion Detection Systems (IDS)
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Intrusion Detection Systems (IDS) play a vital role
in detecting and responding to unauthorized
attempts to access or control a drone. In the context
of drones, IDS can monitor communication
channels, flight control systems, and even physical
access to detect anomalies that may indicate a
security breach. For drones equipped with Pixhawk
2.4.8, integrating IDS into the flight control system
can help monitor for signs of tampering or
unauthorized access. For example, an IDS can be
configured to detect unexpected changes in the
drone's behavior, such as sudden altitude changes,
course deviations, or unauthorized command inputs.
Upon detecting such anomalies, the IDS can trigger
an alert, enabling the operator to take immediate
action.

In addition to onboard IDS, ground-based systems
can monitor the RF spectrum for signs of jamming
or spoofing attempts. These systems can analyze the
signal characteristics and identify patterns that
deviate from normal operation. For instance, an IDS
can detect an attempt to spoof the GPS signal by
analyzing discrepancies between the expected and
received signals.

Another critical aspect of IDS is logging and
auditing. All security events and detected anomalies
should be logged for further analysis. These logs can
be invaluable in understanding the nature of an
attack and in improving the overall security posture
of the drone system. The logs can also serve as
evidence in the event of a security incident, aiding in

forensic investigations.

Physical Security Measures

While much of drone security focuses on software
and communication protocols, physical security
should not be overlooked. Physical access to the
drone can lead to hardware tampering, which could
result in compromised security or even total loss of

control.
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For drones using the Pixhawk 2.4.8, securing the
flight controller within a tamper-resistant enclosure
can prevent unauthorized access to the internal
components. This enclosure should be designed to
resist physical tampering attempts, such as opening
or altering the internal wiring. Additionally, the use
of security seals or tamper-evident labels can
provide a visual indication if the enclosure has been
compromised.

The u-blox 7M GPS module, a critical component
for navigation, should also be physically secured.
GPS antennas and modules should be placed in
locations that are difficult to access or shielded from
potential interference. For added security, consider
using a GPS module with built-in anti-spoofing and
anti-jamming capabilities, which can detect and
mitigate attempts to disrupt GPS signals.

The FS-iA10B receiver, responsible for receiving
control signals, should be mounted securely within
the drone's frame. Ensuring that the receiver is
protected from physical damage and interference is
essential to maintaining control of the drone. In
high-security applications, consider using receivers
that support encryption and authentication to prevent
unauthorized signal interception. For drones that
may be left unattended or deployed in remote areas,
additional physical security measures such as locks,
alarms, and geofencing can be employed.
Geofencing, in particular, can restrict the drone's
operation to predefined areas, reducing the risk of

unauthorized use.

Redundancy and Fail-Safes

Redundancy and fail-safe mechanisms are critical in
ensuring that a drone can continue to operate safely,
even in the event of a security breach or hardware
failure. Redundancy involves having backup
systems or components that can take over if the

primary system fails, while fail-safes are designed to
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bring the drone to a safe state in case of an
emergency.

For the Pixhawk 2.4.8 flight controller, redundancy
can be implemented by using multiple sensors for
critical functions such as navigation and orientation.
For example, having dual GPS modules, such as the
u-blox 7M, ensures that if one GPS module is
compromised or fails, the other can take over,
allowing the drone to maintain accurate positioning.
Redundant communication links can also be
established by using multiple telemetry modules. In
addition to the RFD 868 UX telemetry module, a
secondary communication link, such as a Wi-Fi or
cellular connection, can provide an alternative path
for control signals if the primary link is disrupted.
This ensures that the operator can maintain control
of the drone even if the primary communication
channel is compromised.

Fail-safes are equally important in preventing
catastrophic outcomes during a security incident.
For instance, if the drone detects that it has lost
communication with the ground control station or if
it identifies that it is being tampered with, it can
initiate a return-to-home (RTH) function. This fail-
safe mode allows the drone to autonomously return
to a predetermined location, such as the launch
point, ensuring that it does not fall into unauthorized
hands.

Another fail-safe mechanism involves the use of a
kill switch, which can be activated by the operator in
case of a security breach. The kill switch
immediately disables the drone, preventing it from
being controlled or used by unauthorized parties.
However, the use of a kill switch should be carefully
considered, as it may result in the loss of the drone,

especially if it is in flight.
Geofencing

Geofencing is a powerful technique that creates

virtual boundaries or "fences" around a geographic
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area to restrict the movement of drones. By
leveraging GPS technology, geofencing allows
operators to define specific areas where the drone is
allowed to operate and areas that are off-limits. This
technique is particularly useful in preventing
unauthorized access to sensitive locations such as
airports, military bases, or private properties.

For drones equipped with the Pixhawk 2.4.8 and u-
blox 7M GPS module, implementing geofencing
involves configuring the flight controller to
recognize the defined boundaries. When the drone
approaches the edge of the geofenced area, it can be
programmed to perform specific actions such as
hovering, returning to the launch point, or landing.
This ensures that the drone does not inadvertently or
maliciously enter restricted airspace.

The implementation of geofencing can be enhanced
by integrating it with real-time data from the GPS
module. The u-blox 7M, known for its high
sensitivity and accuracy, can provide precise
location data to the Pixhawk flight controller. By
continuously monitoring the drone's position, the
system can react swiftly if the drone attempts to
breach the geofenced area.

Moreover, geofencing can be used in conjunction
with other security measures, such as altitude
restrictions. By limiting the maximum altitude the
drone can reach, operators can further reduce the risk
of the drone being intercepted or hijacked by
unauthorized users.

However, it's important to note that geofencing is
not foolproof. Sophisticated attackers may attempt
to spoof GPS signals to trick the drone into believing
it is within the allowed area. To mitigate this risk,
geofencing should be complemented with GPS anti-
spoofing measures, which can detect and counteract

attempts to manipulate GPS signals.

Data Encryption
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Data encryption is one of the most critical
techniques for protecting sensitive information
transmitted between the drone and the ground
control station (GCS). Encryption ensures that even
if an attacker intercepts the communication, they
cannot easily read or modify the data without the
correct decryption key.

For drones using the Pixhawk 2.4.8, data encryption
can be applied at various levels, including telemetry,
control commands, and sensor data. The RFD 868
UX telemetry module, which facilitates long-range
communication, should be configured to use strong
encryption algorithms such as AES (Advanced
Encryption Standard) or RSA (Rivest-Shamir—
Adleman). These algorithms provide robust
protection against unauthorized access to the data
stream.

When implementing encryption, it's essential to
consider both the encryption strength and the
performance impact. While stronger encryption
provides better security, it also requires more
computational resources, which could affect the
drone's performance. The balance between security
and performance must be carefully managed,
especially for real-time applications where latency is
critical.

In addition to encrypting data in transit, it is also
important to encrypt data stored on the drone itself.
This includes mission logs, sensor data, and any
other sensitive information that could be
compromised if the drone is lost or stolen. The
Pixhawk 2.4.8, combined with a companion
computer, can be used to encrypt data stored on
onboard memory or external storage devices.
Furthermore, encryption keys must be managed
securely. The process of key generation,
distribution, and storage is crucial to maintaining the
integrity of the encryption system. Using secure key
management protocols ensures that encryption keys

are not exposed or compromised.
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Data encryption should be part of a comprehensive
security strategy that includes regular key rotation,
secure key exchange mechanisms, and real-time
monitoring for potential breaches. By implementing
strong encryption practices, operators can
significantly reduce the risk of data interception and

manipulation.

Secure Key Exchange Mechanisms

The security of any encryption system heavily relies
on the secure exchange of cryptographic keys
between the communicating parties. In the context
of drone operations, this involves the exchange of
keys between the drone and the ground control
station, as well as any other devices or systems
involved in the operation.

For drones using the Pixhawk 2.4.8, FS-iA10B
receiver, and RFD 868 UX telemetry module,
implementing secure key exchange mechanisms is
crucial in preventing unauthorized access to the
communication channels. One common method for
secure key exchange is the Diffie-Hellman key
exchange protocol, which allows two parties to
securely generate a shared secret over an insecure
channel. This shared secret can then be used to
derive encryption keys for securing the
communication.

To enhance the security of key exchange, it is
recommended to use key exchange protocols that
incorporate public key infrastructure (PKI). PKI
allows the distribution and management of digital
certificates, which can be used to authenticate the
parties involved in the key exchange. This ensures
that only authorized entities can participate in the
communication, preventing man-in-the-middle
attacks.

In addition to the initial key exchange, it is important
to implement regular key rotation and rekeying
processes. Regularly updating the encryption keys

reduces the risk of key compromise and ensures that
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even if a key is exposed, the impact is limited.
Automated key management systems can be
employed to handle key rotation and rekeying
without disrupting the drone's operation.

Another aspect of secure key exchange is the
protection of the keys themselves. Keys should be
stored in secure hardware modules, such as Trusted
Platform Modules (TPMs) or Hardware Security
Modules (HSMs), which provide physical and
cryptographic protection against tampering and
unauthorized access.

To further enhance security, the key exchange
process should be monitored and audited. Any
anomalies or suspicious activities during the key
exchange process should be logged and investigated.
This helps in identifying potential security threats
and taking corrective actions before they can cause
significant harm.

For drones operating in environments with limited
connectivity or high latency, offline key exchange
mechanisms can be considered. These mechanisms
involve pre-distributing keys before the operation
and using them during the mission. While this
approach may limit flexibility, it provides a secure
alternative in situations where real-time key

exchange is not feasible.

S5-IMPLEMENTATION
In the rapidly evolving world of drone technology,
real-world incidents and successful security
implementations offer valuable insights into how
drones can be protected from hacking attempts. This
section explores two key areas: Real-World Drone
Hacking  Incidents and the  Successful
Implementation of Security Measures. By analyzing
these examples, we can better understand the risks
associated with drone operations and the

effectiveness of various security techniques,

particularly in setups using Pixhawk 2.4.8, u-blox
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7M GPS module, FS-iA10B receiver, and RFD 868
UX telemetry module

The 2011 U.S. Drone Hijacking

One of the most notable drone hacking incidents
occurred in 2011, involving the hijacking of a U.S.
RQ-170 Sentinel drone by Iranian forces. The drone,
which was being used for surveillance, was
reportedly brought down by jamming its GPS
signals and then tricking it into landing in Iranian
territory.  This  incident  highlighted  the
vulnerabilities in GPS-based navigation systems and
underscored the importance of implementing secure
communication protocols and GPS anti-spoofing
measures.

In the context of drones equipped with Pixhawk
2.4.8 and u-blox 7M GPS modules, this case
illustrates the necessity of securing GPS signals
against spoofing. Implementing robust encryption
and using multiple navigation systems, such as
combining GPS with inertial navigation systems

(INS), can mitigate the risks of similar attacks.

The 2015 Japan Drone Incident

In 2015, a small drone carrying radioactive material
landed on the roof of the Japanese Prime Minister's
office. The drone had been hacked to fly
autonomously to its destination, evading detection
and security measures. This incident raised concerns
about the potential use of drones for malicious
purposes, such as delivering dangerous payloads or
conducting surveillance on sensitive locations.

This case emphasizes the need for geofencing and
intrusion detection systems (IDS) in drones. By
defining no-fly zones and using real-time
monitoring to detect unauthorized drone activity,

such incidents can be prevented. The Pixhawk 2.4.8,
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when combined with a companion computer, can be
configured to implement these security features

effectively.

The 2018 Gatwick Airport Drone Disruption

In December 2018, drone sightings near Gatwick
Airport in the UK led to the closure of the airport for
several days, causing significant disruption to air
traffic. Despite efforts to locate and neutralize the
drones, the operators remained unidentified, and the
incident highlighted the challenges of countering
rogue drones

This incident underscores the importance of
implementing secure key exchange mechanisms and
encrypted communication channels in drones. By
ensuring that only authorized personnel can control
the drone, the risk of rogue drones disrupting critical
infrastructure can be reduced. The RFD 868 UX
telemetry module, when configured with secure
communication protocols, can play a crucial role in
preventing unauthorized access to the drone's

control systems.

The 2020 Saudi Aramco Drone Attack

In September 2020, drones were used in an attack on
Saudi Aramco's oil facilities, causing widespread
damage and disrupting global oil supplies. The
drones involved were likely equipped with
sophisticated navigation and targeting systems,
allowing them to evade traditional air defenses.
This attack highlights the need for advanced security
measures, such as secure key exchange mechanisms,
data encryption, and the wuse of companion
computers. For drones using the Pixhawk 2.4.8 and
FS-iA10B receiver, implementing these measures
can help protect critical infrastructure from similar

threats.
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6-RESULTS
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Conclusion
In this paper we have studied and presented
Agricultural, surveillance, logistics, and emergency
response businesses use drones, or Unmanned
Aerial Vehicles (UAVs). However, drone hardware,
software, and communication weaknesses present
security risks as their use grows. This research
examines drone security issues such GPS spoofing,
signal jamming, and illegal access. Key components
including the Pixhawk 2.4.8 flight controller, u-blox
7™ GPS module, FS-iA10B receiver, and
RFD868UX-SMT telemetry module are vulnerable.
The paper discusses MAVLink and other
communication protocols and their hazards for
MitM, replay, and DoS attacks. It also discusses
drone system security, including encryption,
geofencing, redundancy, intrusion detection systems
(IDS), and secure key exchange procedures to avoid
hacking and assure operating safety.
The research also examines frequency hopping
spread spectrum (FHSS) technologies for signal
security and companion computers for improved
monitoring and anomaly detection. It analyses real-
world drone hacking instances to demonstrate
security vulnerabilities and solutions. To protect
drones from cyberattacks, secure boot procedures,
firmware upgrades, and multi-layered encryption

mechanisms are explored. Next steps include using

ISSN: 2456-4265
IJMEC 2025

machine learning to identify threats and creating
cyber-secure autopilot systems. This paper
emphasizes the need for strong security mechanisms
to safeguard drones from assaults and ensure UAV

dependability as they expand and play crucial roles.
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