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Abstract: In today’s digital age, securing sensitive 

data during transmission and storage is of 

paramount importance. While encryption protocols 

such as HTTPS have been widely adopted to protect 

data during transit, many systems still fail to ensure 

the same level of protection once the data reaches 

the server or database. Data at rest, often stored in 

plaintext or with weak encryption, remains 

vulnerable to various threats, including SQL 

injection, insider attacks, and data leaks. 

Additionally, admin panels, frequently protected by 

single-layer authentication, are susceptible to 

unauthorized access. This project introduces the 

BackendEncrypted Secure Web Text Storage 

System with Admin-Only Decryption and 2FA, 

designed to bridge the gap between transmission 

security and secure data storage. Unlike traditional 

security models that primarily focus on encrypting 

data during transit, this system encrypts the user’s 

text input only after it reaches the backend, before it 

is stored in the database. The encryption is 

performed using AES-based cryptography with 

multiple rounds of key rotation, enhancing the 

security of the data against brute-force and reverse 

engineering attacks. Furthermore, the system 

enforces a strict access policy where only an 

authenticated admin can view the decrypted data. 

After the admin logs in using a username and 

password, access is further protected by a Two-

Factor Authentication (2FA) mechanism, which 

requires an OTP sent to the admin’s registered email 

address. This additional layer of security ensures 

that even if the admin’s credentials are 

compromised, unauthorized access is prevented. 

The system not only ensures robust security for data 

in transit and at rest but also provides a scalable 

framework for future enhancements, including 

realtime monitoring, file encryption, and potential 

integration with blockchain technology. This project 

serves as a comprehensive solution for developers 

looking to securely manage and store sensitive data 

in web applications.   

 

INTRODUCTION 

GENERAL   

In today’s digital world, data security has become a 

critical concern as more personal, financial, and 

confidential information is exchanged over the 

internet. While the transmission of this data is 

typically secured using protocols like HTTPS, many 

systems fail to maintain this security once the data 

reaches the server or database. Data stored on 

servers is often left unprotected, either in plaintext 

or using weak encryption methods, which exposes it 
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to various threats such as SQL injection attacks, 

insider threats, and data leaks. Furthermore, 

administrative access to systems is commonly 

protected by a single layer of authentication, making 

it vulnerable to unauthorized access in case of 

credential breaches.   

This issue calls for a more comprehensive approach 

to data security—one that ensures both data in 

transit and data at rest are encrypted and securely 

stored. A layered approach, involving advanced 

encryption methods and multi-factor authentication, 

is essential to safeguard sensitive information. 

Addressing this challenge, this project aims to 

provide a secure solution for backend data storage 

with a focus on encryption, authorized access 

control, and additional layers of authentication.   

   

PROJECT OVERVIEW   

The Backend-Encrypted Secure Web Text Storage 

System with Admin-Only Decryption and 2FA is 

designed to address the vulnerabilities in existing 

systems by ensuring that sensitive data remains 

secure both during transmission and after storage. 

Unlike traditional systems that rely solely on 

encryption during data transmission, this project 

adds a second layer of protection by encrypting data 

once it reaches the backend, before it is stored in the 

database. The system utilizes AES encryption 

combined with multiple rounds of key rotation, 

making it significantly harder for attackers to 

reverse-engineer the data.   

The system is further secured with a Two-Factor 

Authentication (2FA) process for admin access. 

After logging in with a username and password, the 

admin is required to authenticate using a one-time 

password (OTP) sent to their registered email. This 

ensures that even if the admin’s credentials are 

compromised, unauthorized access to the sensitive 

data is still prevented.   

OBJECTIVE   

The primary objective of this project is to provide a 

comprehensive solution for secure web text storage, 

ensuring that sensitive data is protected both in 

transit and at rest. Specifically, the project aims to:   

1. Encrypt Data at Rest: Implement AES 

encryption on data stored in the backend, 

ensuring that even if attackers gain access 

to the database, they cannot retrieve or 

understand the stored information.   

2. Admin-Only Decryption: Restrict the 

decryption of stored data to authorized 

administrators only, enhancing data access 

control and protecting against unauthorized 

retrieval.   

3. Two-Factor Authentication: Integrate 2FA 

into the admin login process, adding an 

extra layer of security to prevent 

unauthorized access even if admin 

credentials are compromised.   

4. Robust Security Model: Develop a secure, 

scalable solution that can be easily adapted 

for larger web applications and can handle 

future security enhancements, such as real-

time monitoring or blockchain integration.   

LITERATURE SURVEY 

1. A Survey Of Data Encryption Techniques 

In Cloud Computing (2017)   

Authors: Al-Riyami, Saeed; Al-Hashimi, 

Mohammed; Khan, Muhammad   

This paper explores various data encryption 

techniques used in cloud computing 

environments, with a focus on their 

performance, efficiency, and application in 

securing cloud data storage and 

transmission.   

2. Secure Data Storage In Cloud Computing 

Using Encryption And   

Decryption (2016)   
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Authors: Sharma, Sonal; Gupta, Neelam   

This study presents a model for secure data 

storage in cloud computing through 

encryption techniques, highlighting the 

importance of safeguarding data during 

storage and transmission within cloud 

environments.   

3. Advanced Encryption Standards (Aes): A 

Review And Performance  

Comparison (2017)   

Authors: Al-Shaer, Ehab; Boulis, Stefanos   

The paper provides a detailed analysis of the 

AES encryption algorithm, comparing its 

performance across various applications, 

including secure data transmission and storage 

in modern web systems.   

4. A Review Of Multi-Factor Authentication 

Systems (2020)   

Authors: Ahmed, Faisal; Gupta, Karan; 

Sharma, Piyush   

This review paper investigates the different 

multi-factor authentication methods, 

emphasizing the role of Two-Factor 

Authentication (2FA) in securing sensitive 

data and improving web application 

security.   

5. A Survey On Web Application Security 

And Best Practices (2019)   

Authors: Jain, R. K.; Bansal, A.; Kumar, S.   

This paper surveys the security challenges 

faced by modern web applications, 

discussing common vulnerabilities such as 

SQL injection, Cross-Site Scripting (XSS), 

and the importance of secure storage and 

encryption.   

6. Cloud Security Architectures And 

Encryption Methods: A   

Comprehensive Review (2020)   

Authors: Mehta, Dhaval; Patel, Kiran   

This study reviews cloud security 

architecture models and encryption 

methods, examining their application in 

securing data in both cloud storage and 

transmission, highlighting encryption as a 

critical element.   

7. Secure Data Storage And Retrieval In 

Database Management Systems   

Using Encryption Techniques (2018)   

Authors: Gupta, Rahul; Sharma, Rakesh   

Explores encryption methods in database 

management systems, specifically 

focusing on techniques for secure storage 

and retrieval of sensitive data while 

maintaining system performance.   

8. A Comprehensive Study Of Data 

Encryption In Web-Based Systems (2017)   

Authors: Prakash, Anil; Roy, Joydeep   

This paper examines various encryption 

methods used in web-based systems, 

discussing their importance for securing 

user data both in transit and at rest in 

database systems.   

9. Data Security And Privacy Preservation In 

The Internet Of Things (2019)   

Authors: Singh, A. K.; Gupta, V.   

The paper discusses the challenges of 

securing data in the Internet of Things 

(IoT) environment, reviewing encryption 

methods, access control mechanisms, and 

privacy preservation techniques to protect 

data from cyber threats.   

   

SYSTEM ANALYSIS 

   EXISTING SYSTEM   

In most current web applications, data security is 

primarily limited to transmission-level encryption 

using protocols such as HTTPS (SSL/TLS). This 

ensures that the data is secure during transit from the 

user's browser to the server. However, once the data 
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reaches the server, it is often stored in plaintext or 

with weak encryption, which makes it highly 

vulnerable to breaches.   

Limitations of Existing Systems:   

• No Backend Encryption: Data is stored in 

plaintext or weakly encrypted format in the 

database.   

• Single-Layer Authentication: Admin 

panels usually rely only on username and 

password, which can be easily 

compromised.   

• Lack of Access Control: Any user with 

database access (e.g., internal staff) can 

view stored data.   

• Vulnerable to SQL Injection and Insider 

Attacks: Poor input sanitization and direct 

access can lead to exploitation.   

• No OTP/2FA Verification: Inadequate 

protection even if admin credentials are 

leaked.   

PROPOSED SYSTEM 

The Backend-Encrypted Secure Web Text Storage 

System with Admin-Only Decryption and 2FA 

addresses these issues by securing data at both 

transmission and storage levels. It uses AES 

encryption with multi-round key rotation for data at 

rest and Two-Factor Authentication (2FA) for admin 

access.   

Key Features:   

• AES-based Backend Encryption: User 

text input is encrypted on the server before 

storing in the database.   

• Multi-Round Key Rotation: Adds 

complexity to encryption by rotating keys 

multiple times before final storage.   

• Admin-Only Decryption: Only 

authenticated admin can decrypt and view 

data.   

• Two-Factor Authentication (2FA): OTP 

is sent to admin’s registered email for 

additional security after login.   

• Secure Database Storage: Encrypted data 

stored in the database is unreadable to 

unauthorized users.   

• Tamper-Resistant Architecture: Blocks 

SQL injection and insider attacks by not 

storing readable data.   

Workflow:   

• User submits text input via a secure 

(HTTPS) frontend form.   

• The backend encrypts this data using AES 

and developer-defined multi-round keys.   

• Encrypted data is stored in the database.   

• Admin logs in via username and password.   

• A One-Time Password (OTP) is sent to the 

registered admin email.   

• After successful 2FA, admin accesses the 

panel and decrypts data in real-time.   

• Decryption occurs in the backend, and 

plaintext is not stored at any point.   

   

SYSTEM DESIGN 

  

SYSTEM ARCHITECTURE   

The system architecture is a layered model that 

focuses on end-to-end security of user-submitted 

text data from input to storage and controlled access 

via admin login.   

Layers:   

• User Interface (Frontend)   

Web page with a secure form to submit text 

input   

Communicates with the backend via 

HTTPS   

• Application Layer (Backend)   

Receives text input   

Performs AES encryption with key rotation   
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Stores encrypted data in the database   

Handles admin login and OTP generation   

   

• Database Layer   

Stores only encrypted text   

No plaintext is saved   

Accessible only to the backend   

• Admin Panel with 2FA Admin login with 

credentials   

OTP sent to admin email   

Only after OTP verification can decryption 

occur   

UML DIAGRAMS   

• Use Case Diagram Actors: User, Admin   

Use Cases: Submit text, Login, Generate 

OTP, Verify OTP, View decrypted text   

• Activity Diagram   

Flow from user input → backend 

encryption → storage   

Admin login → OTP verification → 

decryption → view data   

• Sequence Diagram   

Sequence of events from text submission to 

encryption and admin decryption after 2FA   

• Class Diagram   

Classes: User Input, 

Encryptor, Admin, OTP 

Handler, Database Manager 

Shows interactions and 

relationships between 

components   

   

   MODULES   

1. User Submission Module   

• Secure form for users to submit text input   

• Sends data via HTTPS to backend   

2. Encryption Module   

• Encrypts text using AES with key rotation   

• No plaintext stored in memory or DB   

3. Database Module   

• Stores encrypted text entries   

• Prevents unauthorized access using DB-

level access control   

4. Admin Authentication Module   

• Handles login with username and password   

• Sends OTP to admin’s registered email   

5. OTP & 2FA Module   

• Verifies OTP from admin email   

• Grants access to the decryption panel upon 

validation   

6. Decryption Module   

• Decrypts text using the same rotated key 

logic   

• Displays plaintext only after successful 

2FA   

   

IMPLEMENTATION 

  

 INPUT DESIGN   

Input design ensures secure and validated data 

submission from the user.   

Features:   

• HTML-based Input Form: Users input sensitive 

text data.   

• HTTPS Secure Transmission: Protects data 

during transit.   

• Form Validation: Ensures that no empty or 

invalid submissions are made.   

Fields:   

• Text Input: Field for user to enter sensitive text.   

• Submit Button: Sends text securely to backend. 6.2 

OUTPUT DESIGN   

• Output design focuses on what the admin sees after 

authentication and successful decryption.  Admin 

Dashboard Includes:   

• Login Section: Admin enters credentials.   
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• OTP Verification Page: OTP sent via email must 

be entered.   

• Decrypted Text Display Panel: Displays 

decrypted user submissions securely after 

authentication.   

   

SAMPLE CODE   

AES Encryption with Multi-Round Key Rotation (Python Backend):   
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Send OTP via Email (Python):   

 

IMPLEMENTATION 

Step-by-Step Implementation Flow:   

• Frontend Development   

Designed with HTML, CSS, JavaScript.   

Input form and admin login interface 

created.   

• Backend Setup   

Developed in Python (Flask/Django).   

API for encrypting, storing, verifying 

login, and decrypting.   

• Database Configuration   

MySQL used to store encrypted data.   

Tables for users, encrypted text, and OTP 

logs.   

• Encryption Integration   

Text is encrypted using AES and multi-

round key before DB storage.   

• Authentication with OTP (2FA)   

OTP sent to admin’s email on login.   

Access granted only after OTP verification.   

• Admin Dashboard   

Displays decrypted text only after successful 2FA. 

Provides secure interface with restricted access.   

   

SOFTWARE TESTING 

  TESTING OBJECTIVES   

• Verify correctness of encryption, 

decryption, and OTP functionality.   

• Ensure unauthorized users cannot access 

encrypted data.   

• Validate form input, backend logic, and 

admin authentication flow.   

• Test system under various edge cases and 

failure scenarios.   

   

TYPES OF TESTING PERFORMED 

1. Unit Testing   

• Focus: Individual modules like AES 

encryption, OTP generation, form 

validation.   

• Tools Used: Python’s unittest module.   

• Example:   
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Tested encryption function with known 

inputs to check consistent output. OTP 

sending tested for format and email 

delivery.   

   

2. Integration Testing   

• Focus: Interaction between frontend, 

backend, and database.   

• Test Cases:   

Submitting user text and verifying 

encrypted storage in the DB. Admin login 

+ OTP verification + decryption flow.   

   

3. Functional Testing   

• Focus: Ensures system meets business 

requirements.   

• Key Features Tested:   

Text encryption before storage.   

Admin-only decryption access.   

Two-Factor Authentication via email OTP.   

   

4. Security Testing   

• Focus: System resistance to unauthorized 

access.   

• Tests Included:   

SQL injection attempts.   

Brute force on login page.   

OTP expiry and misuse handling.   

5. User Acceptance Testing (UAT)   

• Conducted with: Sample admin and test 

users.   

• Objective: Validate system usability, 

interface clarity, and admin flow.   

   

  SAMPLE TEST CASES   

Test Case ID   Description   Input   Expected Output   Result   

TC01   Encrypt and store text   "Secret Message"   Encrypted text stored   Pass   

TC02   Admin login with wrong 

password   

Wrong credentials  Access denied   Pass   

TC03   Correct OTP after login   6-digit valid OTP   Decryption screen 

shown   

Pass   

TC04   SQL Injection Test   ' OR 1=1 -- in 

login   

Login failed   Pass   

TC05   OTP expired   Wait >5 mins   OTP invalid   Pass   

   

 RESULT ANALYSIS   

 PERFORMANCE ANALYSIS   

1. Encryption and Decryption Efficiency:   

• Encryption Time: The system performed 

encryption operations on user input text 

quickly. Text encryption was completed in 

less than 1 second for input sizes under 

1,000 characters. As the input size 

increased, the encryption time scaled 

linearly, confirming efficient 

implementation.   

• Decryption Time: The decryption process 

also remained efficient, with the decrypted 

output being displayed within 2 seconds 

after the admin passed the authentication 

checks.   
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• Scalability: The system is scalable and can 

handle larger inputs with minimal 

performance degradation, making it 

suitable for real-time applications.   

2. OTP System Performance:   

• OTP Generation: The OTP generation and 

email delivery occurred within 2 seconds, 

providing a seamless experience for the 

admin.   

• OTP Expiry Handling: OTP expiry was 

accurately handled, and expired OTPs were 

rejected instantly, improving security.   

3. Database Operations:   

• Storage Efficiency: Encrypted text is 

stored in the database with minimal 

overhead. The database operations were 

optimized to avoid delays even when 

dealing with multiple concurrent requests.   

• Data Integrity: The integrity of the data 

was verified during testing by ensuring that 

encrypted data   

matches the original once decrypted. No 

data corruption was detected.   

   

SECURITY ANALYSIS 

1. Data Encryption:   

• AES Encryption: The AES encryption 

provided strong security, making brute-

force attacks infeasible. The system uses a 

256-bit key for encryption, providing a 

high level of security for stored data.   

• Data Inaccessibility: Unauthorized users 

were unable to retrieve any meaningful 

data even if they attempted to access the 

database directly, demonstrating the 

strength of the encryption and data access 

controls.   

2. Two-Factor Authentication:   

• Protection from Credential Leaks: Two-

Factor Authentication (2FA) added an 

additional layer of security, ensuring that 

even if an admin’s password was 

compromised, unauthorized access was 

still prevented.   

• OTP Integrity: The OTP system 

functioned correctly, with emails being 

sent reliably, and OTPs were validated 

within the designated expiration period. 

This prevents attackers from exploiting 

stolen credentials.   

3. Resistance to Attacks:   

• SQL Injection Prevention: The system 

successfully prevented SQL injection 

attacks during the testing phase. All inputs 

are sanitized and validated before being 

processed.   

• Brute Force Protection: Brute force login 

attempts were blocked after a set number of 

failed login   

attempts, mitigating the risk of credential-

based attacks.   

   

    FUTURE SCOPE & CONCLUSION   

The Backend-Encrypted Secure Web Text 

Storage System with Admin-Only Decryption 

and 2FA offers a robust solution for secure data 

storage and access. However, there are several 

avenues for improvement and expansion:   

1. Real-Time Monitoring: Implementing 

real-time monitoring tools could allow 

administrators to detect suspicious activity, 

such as unauthorized access attempts, and 

trigger alerts for enhanced security.   

2. Blockchain Integration: Future versions 

of the system could incorporate blockchain 

technology for immutable data storage, 

ensuring transparency and preventing 

unauthorized data tampering.   

3. Advanced Anomaly Detection: AI-based 

anomaly detection systems could be 
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integrated to monitor data access patterns, 

identify unusual behavior, and detect 

potential security breaches before they 

happen.   

4. Mobile Application Support: The system 

could be expanded to support mobile 

applications, enabling secure data storage 

and management from any device, 

enhancing user accessibility.   

5. Extended Encryption Algorithms: Other 

encryption methods, such as hybrid 

encryption (combining AES with RSA), 

could be explored for additional layers of 

security in critical applications.   

   

CONCLUSION 

The system successfully addresses the need for 

secure web data transmission and storage, 

incorporating multilayer encryption and a Two-

Factor Authentication (2FA) mechanism. By 

encrypting sensitive data before storage and 

requiring admin-level access with authentication 

layers, the system significantly reduces the risk of 

unauthorized data access and breaches. The testing 

results validate that the system meets its objectives 

of providing secure, efficient, and user-friendly data 

management. With potential improvements such as 

realtime monitoring and blockchain integration, this 

system has great potential for securing sensitive 

information in various applications, particularly in 

fields requiring high data confidentiality.   
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