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ABSTRACT 

With the rapid speed of quantum computing conventional cryptographic methods such as RSA and ECC are 

becoming increasingly vulnerable to attacks leaving sensitive healthcare data in cloud environments at risk. 

This paper discusses transition to quantum-safe cryptography to ensure future-proof security for healthcare 

cloud computing. It includes scope at confluence of post-quantum cryptography, cloud computing and 

cybersecurity with an emphasis on protecting medical data from forthcoming threats. It deals with 

cryptographic resilience in cloud infrastructure for healthcare by combining novel encryption algorithms. It 

also discusses authentication and secure storage methods geared towards privacy-protecting medical data 

transfer. Traditional cryptographic methods like RSA-2048, AES-256 and ECC-256 are scanned for 

susceptibility to quantum attacks. To overcome these limitations, we present a secure framework comprising 

Kyber and NTRU for key exchange, McEliece for encryption, Rainbow signatures for authentication and Fully 

Homomorphic Encryption for security of cloud storage. Zero-Knowledge Proof enhances authentication and 

eliminate password vulnerabilities. Performance analysis shows that proposed quantum-safe solutions achieve 

increased level of security (256+ bits) with moderate computational complexity. Experimental results show that 

while post-quantum cryptographic algorithms are accompanied by increased key sizes and processing times, 

their increased quantum attack resistance makes them essential for cloud-based healthcare systems security. 

Findings highlight necessity of moving towards quantum-resistant security models to secure healthcare 

infrastructures against impending quantum threats. 

Keywords: Post-Quantum Cryptography, Healthcare Cloud Security, Quantum-Safe Encryption, Fully 

Homomorphic Encryption, Zero-Knowledge Proofs 

 

1. INTRODUCTION 

With fast-paced evolution of quantum computing, conventional cryptographic solutions are increasingly at risk 

which poses serious threat to sensitive healthcare data in cloud computing [1]. Quantum safe cryptography offers 

sustainable solution by adopting postquantum cryptographic algorithms to protect against future quantum attacks 

[2]. AI and IaaS reliability testing methods reinforce infrastructure resilience providing data sharing and security 

in hybrid cloud deployments which is essential for healthcare applications [3]. Development of cloud services 

based on identity chain technology has improved authentication processes which allow secure access control and 
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reduce risks of unauthorized access [4]. With semi-stream join insights based on MongoDB healthcare data 

processing is optimized making transactions secure and efficient [5]. Transaction security outlines how 

cryptographic improvements can make financial and medical transactions secure from cyberattacks [6]. 

Deployment of isolation forest combined ensemble machine learning models improves anomaly detection in 

healthcare data exchanges which enhances security against possible breaches [7]. Authorized public auditing 

mechanisms for dynamic big data provide integrity [8]. Accountability in big data analytics and demand 

information sharing in supply chains [9] which can be extended to healthcare cloud computing for enhanced 

security compliance [10]. 

Combination of hybrid clustering and evolutionary algorithms with post-quantum cryptography supports adaptive 

encryption methods that enhance security efficiency [11]. Use of hierarchical LDA, autoencoders and Isomap for 

better dimensionality reduction supports secure, scalable data analysis [12] in dynamic federated data integration 

and iterative pipelines for scalable analytics through hybrid cloud and edge computing [13] This can be extended 

to healthcare industry to ensure secure and efficient data transmission [14]. Machine learning and AI incorporating 

blockchain are instrumental in creating attribute-based k-anonymity and SE-PSO-improved sigmoid-LeCun-TCN 

models to guarantee privacy-preserving data processing [15]. Spiking neural architecture and edge computing 

modalities improves security responses further strengthening quantum-safe cryptographic framework for 

healthcare applications [16]. Implementation of quantum-resistant cryptography is necessary for protection of 

healthcare cloud computing from future cyber threats [17]. By incorporating next-generation AI, machine learning 

and security frameworks suggested approach create secure, scalable and future-resistant cryptographic 

infrastructure that will protect data privacy, transactions and regulatory compliance in healthcare sector [18]. 

The integration of hybrid clustering techniques and evolutionary algorithms with post-quantum cryptography lays 

the foundation for adaptive encryption methods [19] that dynamically enhance security efficiency in increasingly 

complex digital ecosystems [20]. This multifaceted approach leverages hierarchical Latent Dirichlet Allocation 

(LDA), autoencoders, and Isomap for superior dimensionality reduction, ensuring scalable, secure data analysis 

within dynamic federated data integration systems [21]. These systems can efficiently manage high-dimensional 

data across distributed environments, supporting iterative analytical pipelines in hybrid cloud and edge computing 

settings [22]. When applied to the healthcare industry, this framework ensures not only the secure transmission of 

sensitive patient data but also supports analytics and decision-making, essential for critical health interventions 

[23]. The deployment of intelligent encryption protocols and adaptive data flow mechanisms further allows 

seamless interoperability between healthcare [24] stakeholders, improving clinical workflows while preserving 

data confidentiality and integrity [25]. 

Moreover, the convergence of machine learning and AI with blockchain technology is pivotal in establishing 

attribute-based k-anonymity models and privacy-enhanced SE-PSO-optimized sigmoid-LeCun temporal 

convolutional networks (TCNs)[26]. These innovations guarantee privacy-preserving data processing, essential 

in complying with stringent healthcare data regulations such as HIPAA and GDPR [27]. The use of spiking neural 

architectures, combined with edge computing modalities, enhances responsive security mechanisms, fortifying a 

quantum-safe cryptographic framework tailored for healthcare applications [28]. As the threat of quantum 

computing to traditional encryption continues to rise, the implementation of quantum-resistant cryptographic 

techniques becomes a critical necessity [29]. This comprehensive strategy, powered by next-generation AI and 
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secure communication protocols, fosters a robust, scalable, and future-resistant infrastructure [30]. It not only 

protects sensitive healthcare data and transactions but also supports regulatory compliance, thus ensuring trust 

and resilience in the healthcare sector’s digital transformation journey [31][32]. 

2.PROBLEM STATEMENT 

Cloud computing has transformed healthcare data storage and security by providing scalable and efficient 

solutions but maintaining quantum safe cryptography in cloud systems poses enormous challenges [33][34]. 

Blockchain-based data sharing technology ensures data integrity but has latency problem and computational 

overhead making real-time access to healthcare inefficient [35],[36]. AI based data processing technology is 

efficient in optimizing cryptographic functions but prone to adversarial attacks creating threats in quantum-driven 

cyberattacks [37],[38]. Complex machine learning algorithms like bi-directional LSTM with regressive dropout 

and CNN-Score CAM enhance data processing and readability [39],[40] but require large computational resources 

rendering them unsuitable for light cryptographic applications [41],[42]. IoMT-based chronic kidney disease 

prediction facilitates remote care but poses risks of data transmission necessitating encryption against potential 

quantum attacks [43],[44]. 

Security controls like database management and cloud offerings guarantee organized data handling but suffer from 

latency, interoperability and synchronization issues to post-quantum encryption [45],[46]. IoT services on edge 

computing enhance availability but increase attack surface demanding secure encryption against quantum attacks 

[47]. Cryptographic techniques such as convolutional neural automated security mechanisms but do not support 

resistance to key inference networks and VAEs implement attacks [48][49]. Crow search optimization improves 

security models but is plagued by local optima problems which result in inconsistent quantum safe cryptographic 

parameter choice [50]. Although cloud-based deployments and strategic market shifts promote post-quantum 

security uptake but obstacles like high deployment costs, regulatory limitations and interoperability could 

complicate effortless integration in healthcare cloud computing [51]. It is imperative to overcome these obstacles 

to achieve future-proof security in quantum-safe healthcare environments [52]. 

2.2 Objective 

✓ Identify weaknesses of classical cryptographic algorithms like RSA, ECC and AES in post-quantum 

threat scenarios. 

✓ Examine efficiency of quantum-resistant cryptographic methods such as Kyber, NTRU, McEliece and 

Rainbow in protecting healthcare cloud environments. 

✓ Assess performance compromises between computation and security in post-quantum cryptosystem 

implementations. 

✓ Compare security and quantum resistance of conventional and quantum safe cryptography techniques 

using important performance characteristics such as encryption time, key exchange and cloud storage 

security. 

 

3. LITERATURE SURVEY 

Recent advancements in cloud-based security architectures for healthcare have explored integrating Faster 

Recurrent Convolutional Neural Networks (FRCNNs) with edge computing to improve processing speed [53]. 

The study confirmed that while edge computing helped reduce latency in quantum-safe cryptographic operations, 
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the recurrent layers introduced significant computational oversea Statistical Framework for Enhancing AI 

Explainability in Medicine was developed using post-quantum cryptographic models [54]. This framework 

improved interpretability and decision-making in quantum-resistant protocols but also introduced optimization 

challenges for encryption schemes when applied to large-scale healthcare datasets [55]. In another study, Machine 

Learning for Lung Disease Diagnosis was applied to encrypted patient data in cloud-based healthcare 

environments [56]. Although deep learning (DL) models improved detection accuracy, integrating them with 

quantum-safe cryptographic systems led to increased processing times and storage overhead [57]. Researchers 

also implemented object detection and recognition models—such as YOLO—within encrypted healthcare cloud 

settings. While YOLO enhanced medical image analysis, its high computational demands proved challenging 

when combined with post-quantum security measures. A Secure Authentication System based on Faster Region-

Based Convolutional Neural Networks was proposed to improve identity authentication in healthcare cloud 

systems [58]. This model enhanced access control and data security, but its deep feature extraction process was 

computationally intensive under quantum-safe cryptographic protocols [59]. 

An Ensemble Learning Model was introduced to boost security in post-quantum cryptographic environments. The 

study demonstrated that ensemble approaches offered robust protection against cyber threats but required 

optimized computational resources to ensure smooth cloud integration [60]. In the realm of healthcare e-

commerce, research explored how evolving trends affect secure medical payments. Although these trends 

improved usability, they also introduced new vulnerabilities that quantum-safe encryption algorithms must 

address. Further studies focused on Data Quality Enhancement in secure cloud healthcare systems revealed that 

quantum-resistant cryptography maintains data integrity but incurs greater storage and processing costs. 

Additional work on Big Data Analytics in healthcare cloud security highlighted how such approaches strengthen 

quantum-safe encryption, although scalability remains a concern in practical implementations [61], [62].A Bi-

directional Long Short-Term Memory (Bi-LSTM) based Deep Neural Network was utilized for encrypting 

healthcare data [63]. This model improved anomaly detection capabilities but required advanced key management 

techniques to align with post-quantum cryptographic standards. Efforts to develop Authentication and Access 

Control Systems for quantum-resilient healthcare cloud infrastructures emphasized the effectiveness of multi-

factor authentication in significantly reducing threats to patient data security [64] Another study applied Neural 

Networks integrated with the Harmony Search Algorithm to enhance encryption key generation for quantum-safe 

cryptography [65]. While this increased key robustness, it also contributed to higher computational complexity. 

Lastly, Hybrid Clustering and Evolutionary Algorithms were deployed to strengthen data security and encryption 

in cloud-based healthcare environments. These methods provided strong resistance to quantum attacks, but 

required careful tuning to manage computational overhead efficiently [66]. 

 

Bi-LSTM significantly improved anomaly detection capabilities within healthcare cloud systems but underscored 

the critical need for robust key management techniques to align with post-quantum cryptographic standards [67]. 

It initiated the development of advanced authentication and access control mechanisms specifically designed to 

quantum-proof healthcare data infrastructures [68]. Notably, the implementation of multi-factor authentication 

integrated with post-quantum cryptographic protocols substantially mitigated risks to the security of cloud-hosted 

patient records [69]. Furthermore, the use of neural networks optimized by the Harmony Search Algorithm proved 
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effective in maximizing the generation of quantum-resistant encryption keys, enhancing cryptographic strength 

while introducing added computational complexity [70]. To address these challenges, the application of hybrid 

clustering and evolutionary algorithms was employed, significantly bolstering the security of both data and 

encryption in cloud-based health systems [71]. While these methods demonstrated strong resistance against 

potential quantum attacks, the findings also indicated that further optimization is necessary to balance security 

with computational efficiency [72],[73]. 

 

4. METHODOLOGY 

Quantum safe security framework for cloud storage and authentication of medical data is shown in Figure 1. It 

starts with collection of medical data followed by quantum-safe key exchange between Kyber and NTRU for 

quantum attacks prevention. Data is encrypted through McEliece cryptosystem for confidentiality before it gets 

stored safely in cloud through FHE where computations are made possible on encrypted data without decryption. 

Zero Knowledge Proofs authenticate users without revealing sensitive credentials for safe access. Digital 

signatures in Rainbow multivariate cryptosystem guarantee data integrity and validation. Performance measures 

test efficiency of encryption, key exchange, and authentication processes for highly secure quantum-immune 

healthcare cloud system. 

 

 

Figure 1: Architecture of Quantum safe security. 

4.1 Medical Data Collection 

Medical information is gathered from various sources like wearable technology, internet-of-things-based medical 

sensors, electronic health records and hospital records. It must be secured from unauthorized access as information 

is very sensitive. where 𝑑𝑖  each denotes single medical record comprising patient information, diagnosis, 

prescriptions and health information. 

𝐷 = {𝑑1, 𝑑2 … … 𝑑𝑛}      (1) 

4.2 Quantum Safe Key Exchange 

Secure key exchange protocols are required to guard data from quantum attacks during transfer over network. 

Conventional methods of cryptographic key exchange namely RSA and Diffie-Hellman get exposed to 

vulnerability through Shor's algorithm if exposed to quantum computer. Lattice-based cryptography schemes such 

as Kyber and NTRU are utilized. Kyber is a quantum resistant key exchange technique based on Learning with 

Errors issue. It generates public-private key pair using random polynomials and modular arithmetic. Encryption 
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process introduces little flaws to enhance security and decryption removes them using private key. Kyber provides 

quick key generation, encryption and decryption with strong security assurances. 

𝑝𝑘 = (𝐴, 𝑡), 𝑡 = 𝐴𝑠 + 𝑒 mod𝑞     (2) 

NTRU is a lattice-based public key cryptography system that employs polynomial ring arithmetic for decryption 

and encryption. It substitutes conventional number field operations with modular polynomial operations to ensure 

quantum resistance. Security is based on difficulty of searching for short vectors in lattice thus rendering it 

challenging for an adversary to compromise. NTRU is lightweight and efficiently optimized for high-speed 

cryptographic operations especially in resource-constrained environments. 

4.3 Data Encryption using McEliece 

After secure exchange of key, data encryption is done through McEliece cryptosystem which is a code-based 

encryption. McEliece is immune to quantum attacks because of error correcting codes unlike RSA. McEliece is a 

post-quantum cryptographic scheme that employs error-correcting codes for encryption and decryption and is 

extremely immune to quantum attacks. It is based on hardness of decoding general linear error-correcting code in 

secret keys absence. Encryption operation converts plaintext message to codeword through generator matrix and 

makes random error making decryption impossible without private key. Decryption is achieved by applying 

concealed structure to correct errors and read original message with encryption and decryption being fast while 

maintaining high security. Where c cipher text, G generator matrix, e small random error and m plain medical 

data. 

𝑐 = 𝑚𝐺 + 𝑒      (3) 

4.4 Cloud Storage Security with FHE 

Medical data saved in cloud must be secured even during computing. Fully Homomorphic Encryption enables 

actions on encrypted data without decryption. FHE allows calculations on encrypted data without requiring 

decryption ensuring data privacy in cloud computing.  

Enc(𝑚) = 𝑐      (4) 

FHE allows for safe processing of sensitive data by performing operations such as addition and multiplication 

directly on ciphertexts. FHE is ideally suited for privacy-preserving calculations like medical data analysis that 

do not expose raw data to untrusted parties. 

Enc(𝑚1) + Enc(𝑚2)  = Enc(𝑚1 + 𝑚2)    (5) 

4.5 Secure Access & Authentication Using Zero-Knowledge Proof 

ZKP ensure secure verification for access to health information without exposing sensitive credentials. In normal 

ZKP authentication protocol prover (P) first computes and sends commitment (Commit(x)) to verifier (V). Verifier 

sends challenge (c) which prover uses to compute response (r) proving knowledge about x without exposing it. 

Only genuine users can access encrypted health information without exposing privacy and security denying it 

even to unauthorized users if at all attacker breaks communication. 

𝑃 → 𝑉: Commit(𝑥)     (6) 

𝑉 → 𝑃: Challenge(𝑐)     (7) 

𝑃 → 𝑉: Response(𝑟)     (8) 

 

4.6 Digital Signatures using Rainbow 
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For maintaining data integrity Rainbow digital signatures, a multivariate public-key cryptosystem is employed. 

They are quantum-resistant and entail solving quadratic equation system. Receiver verifies whether signature is 

authentic or not ensuring against tampering or forgery. Where x represents private key, 𝑃(𝑥) system for quadratic 

equations. 

𝑃(𝑥) = 𝑦     (9) 

4.7 Performance Analysis 

Performance criteria in cryptography analyze efficiency and practicability of cryptographic algorithms as 

encryption/decryption time, key generation time, computational complexity, memory requirement and 

communication overhead. For quantum-resistant cryptography, key factors are encryption and authentication 

processing speed, secure communication latency, and hardware and cloud environment resource usage. 

Throughput, energy efficiency and scalability metrics define how efficiently algorithm operates under practical 

constraints. In post-quantum cryptography, it is essential to balance high security performance to maintain quick 

encryption, low overhead and strong resistance against quantum attacks. 

 

5. RESULT AND DISCUSSION 

5.1 Dataset Description 

MIMIC-IV-BHC is a subset of MIMIC-IV accessible on Kaggle that focuses on mental and behavioral health 

issues. It pulls clinical information, diagnoses, medicines and treatment records from electronic health records. 

Dataset promotes mental health inquiry while protecting patients privacy through strong de-identification. 

5.2 Performance Analysis of Proposed Work 

Bar chart compares security robustness in blue and resistance to quantum attacks (brown) of different 

cryptographic schemes. Older schemes RSA-2048 and ECC-256 are less quantum-resistant as Shor's algorithm 

can be used by quantum computers to compromise them. Symmetric encryption such as AES-128 and AES-256 

is quantum-resistant but has larger key sizes for same security. Newer post-quantum cryptographic algorithms 

Kyber-1024, NTRU-HPS, McEliece-6688128 and Rainbow are highly quantum-resistant and can be used for 

future-proof encryption. The graph indicates the necessity of shifting from traditional cryptosystems to quantum-

resistant ones for long-term data protection. Figure 2 plots encryption performance in milliseconds between 

traditional and quantum-resistant (lattice-based, hash-based) cryptographic systems as key sizes grow. 
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Figure 2: Security strength comparison 

Traditional cryptosystems like RSA and ECC exhibit comparatively lower encryption times for smaller key sizes. 

But they are computationally intensive at larger sizes 4096-bit RSA. Quantum resistant cryptographic algorithms 

have longer encryption times at reduced key sizes but are more scalable making them viable for post-quantum 

security. Figure 3 indicates that quantum resistant approaches offer excellent security with decent encryption 

performance providing future-proof cryptographic solutions.  

 

Figure 3: Performance Comparison of Classical vs. Quantum-Safe Cryptographic Algorithms 

Table 1 highlights pre quantum and quantum safe cryptographic algorithms with security and resistance to 

quantum attacks. RSA/ECC is replaced by Kyber-1024 and NTRU-HPS for key exchange, McEliece-6688128 for 

data encryption and RSA/ECDSA is replaced by Rainbow signatures. FHE ensures enhanced cloud storage 

security while ZKPs secure authentication against passwords or OTPs. Quantum safe solutions offer maximum 

security and quantum-attack-resistant future protection. 
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Table 1: Comparison of Traditional and Quantum-Safe Cryptographic Schemes with Security Levels and 

Quantum Resistance 

Cryptographic 

Scheme 

Traditional (Pre-

Quantum) 

Proposed 

(Quantum-Safe) 

Security 

Level (Bits) 

Quantum 

Resistance 

Key Exchange RSA-2048, ECC-256 Kyber-1024, NTRU-

HPS 

256+ ✅ High 

Data Encryption AES-128, AES-256 McEliece-6688128 256+ ✅ High 

Digital Signatures RSA, ECDSA Rainbow 

(Multivariate) 

256+ ✅ High 

Cloud Storage 

Security 

Standard AES 

Encryption 

Fully Homomorphic 

Encryption 

256+ ✅ High 

Authentication & 

Access Control 

Password-Based, 

OTPs 

Zero-Knowledge 

Proofs (ZKPs) 

256+ ✅ High 

Overall Security Medium (Quantum 

Vulnerable) 

Very High (Quantum-

Safe) 

256+ ✅ Post-Quantum 

Secure 

 

6. CONCLUSION AND FUTURE ENHANCEMENT 

As quantum computing develops conventional cryptographic methods like RSA and ECC grow progressively 

outdated with their susceptibility to quantum attacks. Current cryptographic techniques and their shortcomings in 

maintaining long-term data security for cloud computing in healthcare sector are analyzed methodically. Quantum 

resistant cryptographic scheme that incorporates Kyber, NTRU, McEliece, Rainbow and FHE coupled with Zero-

Knowledge Proofs for stronger authentication to offset these vulnerabilities. This approach guarantees safe 

medical data transmission within cloud environments by guarding against unauthorized access and quantum-based 

cyber-attacks. It further supports privacy-preserving computations for healthcare analytics based on FHE. It also 

improves authentication mechanisms with the help of Zero-Knowledge Proofs which exclude password-based 

security threats. Performance tests affirm that post-quantum cryptographic methods provide strong security 256+ 

bits without sacrificing practical efficiency for use in healthcare applications. Compromise is worthwhile due to 

increased security from quantum attackers although some computational burden is added to offset these 

vulnerabilities. Future work should be directed towards minimizing quantum-safe algorithms efficiency and their 

smoother adoption into current cloud infrastructures. Use of post-quantum cryptography solutions is imperative 

to protect sensitive medical information and to provide privacy in an age of quantum computing. 
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