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Abstract—Mobile Ad Hoc Networks (MANETs) play a vital role in sensor-based and Internet of Things (IoT)
applications operating in infrastructure-less and dynamically changing environments such as disaster recovery, military
operations, and remote monitoring. However, frequent topology variations, limited node energy, and the absence of
centralized control make MANETs highly vulnerable to routing inefficiencies and security threats, leading to degraded
sensor data delivery performance. This paper proposes a trust-aware clustering-based routing framework for sensor-
enabled MANETS aimed at enhancing both routing security and network performance. The proposed approach employs
a hybrid cluster head (CH) election mechanism that integrates node degree, mobility, residual energy, and a dynamically
computed trust value to ensure stable, energy-efficient, and secure cluster formation. The trust model evaluates node
behavior based on packet forwarding reliability and communication consistency, enabling the identification and isolation
of malicious or selfish nodes. Secure inter-cluster communication is further strengthened through lightweight symmetric
encryption and authentication mechanisms, while a trust-assisted intrusion detection component at the CH level
facilitates early threat detection. The proposed protocol is evaluated using NS-3 simulations under varying node densities
and mobility conditions. Performance analysis demonstrates significant improvements in packet delivery ratio, routing
overhead, end-to-end delay, and malicious node detection accuracy compared to AODV, CBRP, and Secure-AODV
protocols. The results indicate that integrating trust-aware clustering with lightweight security mechanisms provides an
effective and scalable solution for reliable and secure data transmission in sensor-enabled MANET and IoT
environments.

Keywords—Trust-Aware Clustering, Mobile Ad Hoc Networks (MANETs), Sensor-Enabled Networks, Secure
Routing, Intrusion Detection, Cluster Head Selection, Network Performance, NS-3 Simulation.

The rationale for this research is the difficulties
that sensor-enabled MANETs face in hostile,
infrastructureless environments characterized by
security threats. Traditional routing strategies do not
focus on node reliability, which is the use of shortest
routes, and thus, malicious or selfish nodes can be
involved in the formation of a cluster. Furthermore,
topology changes are common, increasing instability
and energy consumption, and sensor nodes with
limited resources need low-resource security. Thus, it
is necessary to include trust evaluation in making

I. INTRODUCTION

Mobile Ad Hoc Networks (MANETSs) operate
without infrastructure, are dynamic, and can be
combined with sensor and IoT technologies to support
disaster recovery, surveillance, and remote monitoring
for applications. Nevertheless, MANETS are prone to
routing inefficiencies and attacks such as black holes
and packet dropping due to node mobility, frequent
topology changes, limited energy resources, and the
lack of centralized control, which negatively affect

network performance and data reliability. Despite the
fact that cluster-based routing is more scalable and has
limited overhead, conventional clustering approaches
do not consider node trustworthiness, and therefore,
cluster instability and security issues are characteristic
of cluster routing. This paper addresses these
problems by proposing a trust-aware clustering
framework that combines trust evaluation, energy
conservation, and secure routing to improve
performance and reliability in sensor-enabled
MANETsS.
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decisions during clustering so as to improve the
routing security, stability, and network performance at
large without necessarily using more power.

Even though a lot has been done to improve
cluster-based routing, sensor-enabled MANETS still
have deep problem areas, such as exploitation of
unreliable nodes as Cluster Heads (CHs), malicious
forwarding behavior that has led to loss of packets,
clustering re-clustering, which ensures high routing
overhead, and finally, a lack of inherent intrusion
detection in clustering schemes. These problems
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demonstrate the necessity of a common routing
architecture that guarantees the ability to form secure
clusters, elect a CH based on trust, communicate
efficiently, and detect and isolate malicious nodes
early. In addition, the literature contains significant
gaps in the research: the vast majority of clustering
protocols focus on connectivity and residual energy,
but they do not consider using trust in the process;
trust-based routing schemes are usually developed
separately of clustering mechanisms; few studies
unify the use of trust computation, lightweight
encryption and intrusion detection in a unified
framework; most of the proposed solutions are
computationally ~ expensive and cannot be
implemented in resource-constrained sensor nodes;
and extensive analyses of these protocols with varying
mobility patterns and node densities are still scarce.
The novelty and main Contributions are summarize as
follows

e Suggests a single trust-based clustering
framework for secure and efficient routing in
sensor-based MANETs.

e Proposes a hybrid mechanism of choice of
Cluster Head that combines trust, energy,
mobility, and node degree.

e Formulates a dynamic trust calculation system
that depends on node behavior.

e Installs a lightweight encryption and intrusion-
detection scheme at the cluster level.

e Sanctions performance in NS-3 simulations,
demonstrating improvements in PDR, delay,
routing overhead, and detection accuracy
compared to current protocols.

The rest of this paper has the following structure.
Section 2 summarizes the corresponding literature on
trust-based routing, clustering schemes, and security
solutions in MANETs and sensor-based networks.
Section 3 presents the proposed trust-based clustering

system, comprising the system model and architecture.

Section 4 presents the model of trust computation and
the hybrid Cluster Head selection algorithm in detail.
Section 5 describes the secure communication
mechanism and the cluster-level intrusion-detection
strategy. Section 6 presents the simulation setup,
performance measurements, and comparisons of
results obtained with NS-3. Lastly, Section 7
summarizes the paper and outlines potential avenues
for future research.

II. RELATED WORK

Recent studies in Wireless Sensor Networks
(WSNs) and MANETs have focused on improving
routing efficiency, energy conservation, and security
in a dynamic, infrastructure-free setting. This part will
review the literature on routing optimization,
clustering algorithms, and security protocols relevant
to the proposed trust-aware clustering model. Various
surveys on aerial and mesh networks have noted
scalability, routing efficiency, and security issues in
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highly dynamic sensor-enabled MANETS, but do not
propose an integrated routing or clustering-based
security system [1]. Research behind software-defined
networking (SDN)-based routing of VANETs
highlights centralized control and adaptable routing
control, but does not consider fully decentralized
MANETs due to the use of controllers [2].
Optimization algorithms for routing have been
proposed as a means of improving throughput and
reducing non-physical complexity, although they
often neglect the clustering and unified security
devices provided by sensor-based MANETs [3].
Large-scale surveys of attacks in MANET security
can group routing attacks and defence measures, but
seldom integrate security measures and performance
optimization through clustering means [4].

Clustering techniques in WSNs are primarily used
to improve energy efficiency and extend network
lifetime, yet they are most often configured in an
inactive environment and are not concerned with
mobile and security issues inherent to MANETSs [5].
Man-made MANET research focuses on military-
related routing security and reliability in hostile
networks without offering trust-sensitive clustering
models specific to sensor networks [6]. Bio-inspired
trust-based clustering schemes do not fully take into
account rigorous sensor energy constraints and, in
general, do not incorporate lightweight encryption
schemes, but can improve routing reliability by
trusting behavioral evaluation [7]. Multi-objective
secure cluster-based routing schemes enhance the
accuracy of attack detection, but since most of them
are highly vehicular and computation-intensive, they
do not suit resource-constrained sensor-enabled
MANETs [8]. The intrusion detection systems, which
are based on machine learning, have a high capability
to detect intrusion but entail significant amounts of
computational power and hence cannot be feasible in
sensor-constrained applications [9].

Comparison of the performance of proactive and
reactive routing, done using NS-3, gives an insight
into throughput, delay, and overhead, but fails to
combine the clustering optimization with the in-built
security frameworks [10]. Delay-aware routing
methods that utilize reinforcement learning improve
latency performance but require SDN infrastructure,
which limits their implementation in decentralized
MANETs [11]. Centralized control. Zone-based
routing schemes improve routing efficiency, but they
introduce single points of failure and do not inherently
provide security assurance [12]. IoT security
mechanisms based on blockchain and clustering help
to enhance trust management and attack detection,
which are provided at fog layers, but due to the
overheads of blockchain, they are not applicable to
highly dynamic sensor-based MANETs [13].
Likewise, distance- and energy-optimal clustering
schemes for SDN-enabled vehicular networks are
more efficient but are limited by assumptions about
infrastructure and vehicles [14].



Other works combine energy-efficient clustering
with reinforcement learning algorithms, enhancing the
performance of the network, but at the cost of
computational complexity that decreases node life
[15]. Surveys on SDN-based routing architectures
often focus on the flexibility and programmability of
centralized control, but often lack large-scale
experimental validation and practical deployment
analysis to full decentralization [16] [31]. Thorough
analyses of MANET routing attacks identify multiple
security vulnerabilities within distributed wireless
networks, but they fail to provide built-in trust-based
clustering controls to overcome these threats [17][18].
Clustering studies in WSNs focusing on energy have
shown that increased network stability and lifetime
with limited resources are possible, yet networks are
generally not considered with respect to node mobility
and changes in trust, as found in MANET
environments [19]. Studies on military MANET
applications note the need for secure, reliable routing
in a hostile environment, but lightweight trust-based
clustering strategies have not been adequately
addressed [20][32]. The new trust-based clustering
protocols that improve routing reliability by
incorporating behavioural trust measures, although
they tend to lack lightweight security measures
applicable to sensor nodes [21]. Multi-objective
cluster-based routing mechanisms improve attack-
detection accuracy, especially in a vehicular
environment, but, due to the complexity of the
computational procedures, they can be applied only to
resource-constrained MANETS [22].

Machine learning methods for intrusion detection
have demonstrated their ability to detect cyber threats;
however, they are computationally intensive and
complex to implement, limiting their applicability to
sensor-enabled  MANETs [23]. The comparative
studies of proactive and reactive routing protocols
give insights into the performance of these protocols
based on the different network conditions, but fail to
combine the clustering optimization with embedded
security features [24][33]. Delay-aware routing
schemes that use reinforcement learning enhance the
latency performance of SDN systems, but the
centralized nature of their implementation limits use
in decentralized MANETS [25]. Zone-based routing
architectures provide high routing efficiency but
introduce a single point of failure and lack inherent
trust management mechanisms [26]. IoT trust
management systems with blockchain  support
enhance attack detection and trust assessment, but
become too complex to deploy in highly dynamic,
energy-constrained MANETS due to the overhead of
blockchain [27]. Adaptive clustering and routing
strategies, which are energy-efficient, can also
improve the performance of vehicular networks, but
their architecture requires that the network be based
on sensors [28][34]. Trust models designed to handle
WSNs are adequate for overcoming denial-of-service
attacks through behavioural evaluation, but are only
suited to dynamic networks with limited mobility
[29][35]. Other studies combine energy efficiency,

https://doi.org/10.63665/1JMEC.1103.01
ISSN: 2456-4265
IJMEC 2026

International Journal of Multidisciplinary Engineering in Current Research -
Volume 11, Issue 3, March-2026, http://iimec.com/, ISSN: 2456-4265

UJMEC

trust assessment, and lightweight encryption to
enhance secure routing in WSNs; however, none of
them is optimally applied to highly dynamic sensor-
enabled MANET situations [30].

On the whole, we can state that the current
literature has made important contributions to the
routing optimization, clustering efficiency, trust
modelling, and security performance, but these
elements are discussed in isolation or are based on the
premise of infrastructural assumptions. An all-purpose,
lightweight, and trustworthy clustering solution
specifically tailored to dynamic, resource-constrained
sensor-based MANETS has yet to be fully investigated,
which motivates the proposed study.
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Fig. 1 System architecture of the proposed secure clustering-based
routing scheme

Fig. 1 illustrates the overall architecture of the
proposed trust-aware clustering and secure routing
framework for sensor-enabled MANETS, highlighting
sensor node deployment, hybrid Cluster Head election
based on trust and energy metrics, lightweight secure
routing, cluster-level intrusion detection, and data
aggregation toward the base station/cloud for
performance monitoring.

On the whole, we can state that the current
literature has made important contributions to the
routing optimization, clustering efficiency, trust
modeling, and security performance, but these
elements are discussed in isolation or are based on the
premise of infrastructural assumptions. An all-purpose,
lightweight, trustworthy clustering solution that is
specifically tailored to dynamic, resource-constrained
sensor-based MANETS has yet to be fully investigated,
which motivates the proposed study.

III. PROPOSED TRUST-BASED CLUSTERING
SYSTEM

A. System Model

The proposed trust-based clustering system is
designed for sensor-enabled Mobile Ad Hoc Networks
(MANETS) operating in dynamic and infrastructure-
less environments. The network consists of N mobile
sensor nodes randomly deployed within a defined area.
Each node is energy-constrained and capable of
sensing, processing, and multi-hop  wireless
communication. Due to node mobility, network
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topology changes frequently, requiring adaptive and

secure routing mechanisms.

Each node maintains a local information table
containing residual energy, node degree (number of
neighbors), mobility factor, and trust value of
neighboring nodes. Trust is dynamically evaluated
based on packet forwarding behavior, communication
reliability, and historical interactions. Nodes
continuously monitor their neighbors through passive
acknowledgment and update trust scores periodically.
Nodes with trust values below a predefined threshold
are classified as suspicious and excluded from
participating in critical routing decisions, including
Cluster Head (CH) selection.

The network is logically organized into clusters to
enhance scalability, reduce routing overhead, and
improve energy efficiency. Cluster formation is
adaptive to topology changes and is periodically
updated to maintain stability.

B. Trust-Aware Clustering Mechanism

The clustering process is based on a hybrid Cluster
Head (CH) election mechanism that integrates
multiple parameters to ensure stability and security.
Each node computes a weighted CH score using

residual energy, node degree, mobility, and trust value.

Nodes with higher trust, higher residual energy, lower
mobility, and greater connectivity are given priority in
CH selection.

Once elected, the Cluster Head performs the
following functions:

e Manages intra-cluster communication
e Aggregates sensor data from member nodes
e Maintains trust records of cluster members

e Monitors abnormal behavior for intrusion

detection
e Coordinates secure inter-cluster routing

This trust-aware clustering approach prevents
malicious or unreliable nodes from becoming Cluster
Heads, thereby enhancing routing reliability and
network stability.

C. Secure Communication Architecture

To ensure secure data transmission, lightweight
symmetric encryption and authentication mechanisms
are implemented for both intra-cluster and inter-
cluster communication. Session keys are periodically
refreshed to maintain confidentiality and integrity
while minimizing computational overhead on sensor
nodes. The lightweight security design ensures
suitability for energy-constrained environments.

D. Intrusion Detection Integration

A trust-assisted intrusion detection mechanism
operates at the Cluster Head level. CHs monitor
packet forwarding patterns and detect abnormal
behaviours such as excessive packet drops or
inconsistent communication. When a node’s trust
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value falls below the threshold, it is isolated from
routing activities and added to a local blacklist. This
proactive detection mechanism improves network
resilience against routing attacks.

The proposed trust-based clustering system
integrates dynamic trust evaluation, hybrid CH
selection, lightweight security mechanisms, and
intrusion detection into a unified framework, thereby
enhancing routing security, energy efficiency, and

overall performance in sensor-enabled MANETs.

IV. MODEL OF TRUST COMPUTATION AND HYBRID
CLUSTER HEAD SELECTION ALGORITHM

A. Trust Computation Model

In the proposed framework, trust is dynamically
evaluated to ensure that only reliable nodes participate
in routing and cluster formation. Each node computes
the trust value of its neighboring nodes based on
behavioral observations and communication history.

The overall trust value T; of node i is computed as
a weighted combination of the following parameters:

e Packet Forwarding Ratio (PFR)
e Communication Reliability (CR)
e Historical Interaction Consistency (HIC)

1) Packet Forwarding Ratio

Packet Forwarding Ratio evaluates whether a node
correctly forwards received packets and is defined as
in (1):

__ Packets Forwarded;

PFR; =

(1)

Packets Received;

A higher value indicates reliable forwarding
behavior.

2) Communication Reliability
Communication Reliability measures successful
packet acknowledgments:

Successful Transmissions;

CRL'_

" Total Transmission Attempts;

2

This reflects link stability and cooperation.
3) Historical Interaction Consistency

This parameter measures long-term
behavioral consistency:

HIC ;= Positive Interactions; (3)

Total Interactions;

a) It ensures that temporary behavior changes
do not dominate trust evaluation.

4) Overall Trust Value
The final trust score is calculated as:

T,= ax PFR; + BXCR; + yxHIC; (4)
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Where a++y=1
Here in (4), o, B, v are weighting factors

If Ti < Tthreshold , the node is classified as
malicious or unreliable and excluded from Cluster
Head (CH) election and routing participation.

B. Hybrid Cluster Head Selection Algorithm

To ensure stable and secure cluster formation, a
hybrid Cluster Head (CH) selection mechanism is
employed. Each node computes a CH selection score
based on:

e Trust value (Ti)

e Residual Energy (Ei)
e Node Degree (Di)

e Mobility Factor (Mi)

The CH score is calculated as:

CH_Score; = wiT; + W,E; + w3 D; + w, (Mi)

)
Here in (5), the weighting factors satisfy
witwatwstws=1 where wi,w2,w3, and ws correspond
to trust, residual energy, node degree, and mobility,
respectively. Nodes with higher trust, higher energy,
greater connectivity, and lower mobility obtain higher
CH_Score values, and the node with the maximum
score in its neighborhood is selected as the Cluster
Head.

V. SECURE ROUTING AND INTRUSION DETECTION
MECHANISM

A. Secure Routing Framework

After cluster formation and Cluster Head (CH)
election, secure routing is established for both intra-
cluster and inter-cluster communication. Intra-cluster
communication occurs between member nodes and
their  respective CH, while inter-cluster
communication occurs among CHs to forward
aggregated data toward the base station. To ensure
confidentiality and integrity, a lightweight symmetric
encryption mechanism is implemented. Each cluster
shares a session key distributed by the Cluster Head
during cluster formation. Data packets are encrypted

before transmission and decrypted at the receiving end.

Message authentication codes (MAC) are appended to
packets to prevent tampering and replay attacks.
Session keys are periodically refreshed to enhance
security without imposing significant computational
overhead on resource-constrained sensor nodes.

Routing decisions prioritize trusted paths. During
route discovery, nodes with trust values below the

predefined threshold are excluded from route selection.

This trust-aware routing strategy minimizes the
probability of malicious packet dropping and routing
manipulation.

B. Intra-Cluster Communication
Within each cluster:
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e Member nodes transmit sensed data to the CH.
e The CH verifies packet authenticity.

e Data aggregation is performed to reduce
redundancy and conserve bandwidth.

e Trust values of member nodes are updated
based on forwarding behavior.

This structure reduces routing overhead and
improves scalability.

C. Inter-Cluster Communication

Cluster Heads communicate with neighboring CHs
using multi-hop routing. Only CHs with high trust
values participate in inter-cluster forwarding. Secure
communication channels are maintained using
symmetric encryption and authentication mechanisms.
This layered routing structure improves stability and
reduces control packet flooding across the network.

D. Trust-Assisted Intrusion Detection

An intrusion detection mechanism operates at the
Cluster Head level. The CH continuously monitors:

e Packet forwarding ratio anomalies

e Sudden drops in trust value

e Repeated transmission failures

e Abnormal communication patterns

If a node’s trust value falls below the threshold:

e The node is marked as suspicious.

e Routing privileges are revoked.

e The node is added to a local blacklist.

e Neighboring clusters are notified if necessary.

This early detection mechanism isolates malicious
nodes before they significantly impact network

performance.

Monitor Neighbors and Compute Trustvaue
T, (PFR, CR, HIC) "
No
Ti<Ti 1d 2

l Yes
Exclude Malicious Nodes

Calculate CH_Score,;

No

CH_sc
in Neighborhood2

Elect as Cluster Head

Form Cluster and Begin Secure Routing

1

Periodically Update Trust
and Re-Elect CH
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Fig. 2 Flowchart of Hybrid Trust-Aware Cluster Head (CH)
Selection process

E. Security and Performance Advantages

The integration of trust-aware routing, lightweight
encryption, and cluster-level intrusion detection
provides:

e Reduced packet loss due to malicious activity
e Lower routing overhead

e Improved packet delivery ratio

e Enhanced network lifetime

e Scalable and secure communication

F. Proposed Alogorithm

Algorithm 1 outlines the process of selecting secure
and stable Cluster Heads (CHs) in the network.
Initially, all N sensor nodes monitor their neighbors
and compute trust values based on Packet Forwarding
Ratio (PFR), Communication Reliability (CR), and
Historical Interaction Consistency (HIC). Nodes with
trust values below the predefined threshold are
excluded from CH selection. For the remaining
nodes, a CH_Score is calculated using weighted
parameters including trust, residual energy, node
degree, and mobility. The node with the highest score
within its neighborhood is elected as the Cluster
Head. The process is periodically repeated to
maintain stability and security under dynamic
network conditions.

Algorithm 1: Hybrid Trust-Aware CH Selection

Input:

Set of sensor nodes N

Trust threshold Tthreshold

Weight coefficients w1, w2, w3, w4

Output:
Selected Cluster Heads (CHs) and formed clusters

Initialize network with N sensor nodes.
For each node i in the network:
a. Monitor neighboring nodes.
b. Compute Packet Forwarding Ratio (PFR;).
¢. Compute Communication Reliability (CR;).
d. Compute Historical Interaction Consistency
(HIC).
Compute Trust Value from (4)
4.  Trust Verification:
If Ti < Tthresheld,
— Mark node as malicious and exclude from
CH selection.
5. For each eligible node:
Compute Cluster Head Score: in (5)
6. Cluster Head Election:
Select node with maximum CH_Score; within
its neighborhood as Cluster Head.
7. Cluster Formation:
Member nodes join the nearest elected CH.

N —

(98]

https://doi.org/10.63665/1JMEC.1103.01
ISSN: 2456-4265
IJMEC 2026

International Journal of Multidisciplinary Engineering in Current Research - IJIMEC
Volume 11, Issue 3, March-2026, http://iimec.com/, ISSN: 2456-4265

8. Secure Routing:
Begin intra-cluster and inter-cluster secure
communication.

9.  Periodic Update:
Recompute trust values and re-elect CH if
required.

10. End

Fig. 2 illustrates the Hybrid Trust-Aware Cluster
Head (CH) Selection process, beginning with
network initialization and trust computation for
neighboring nodes. Nodes with trust values below the
threshold are excluded, while eligible nodes calculate
their CH_Score based on trust, energy, mobility, and
connectivity. The node with the highest score is
elected as the Cluster Head, followed by cluster
formation and secure routing with periodic trust
updates.

VI. SIMULATION SETUP AND PERFORMANCE
EVALUATION

A. Simulation Environment

Table 1 illustrates the proposed trust-aware
clustering and secure routing framework is evaluated
using the NS-3 network simulator. The simulation
environment consists of randomly deployed sensor-
enabled MANET nodes operating in a square area of
1000 m x 1000 m. The number of nodes varies from
50 to 150 to analyze scalability under different
network densities. Node mobility follows the Random
Waypoint Mobility Model with speeds ranging from 1
m/s to 20 m/s to simulate dynamic topology
conditions. The simulation time is set between 100
and 300 seconds to ensure sufficient observation of
routing behavior.

Each node generates Constant Bit Rate (CBR)
traffic with a packet size of 512 bytes. The wireless
communication model uses IEEE 802.11 MAC
protocol, and energy consumption is measured using a
basic energy model integrated within NS-3. The
proposed protocol is compared against standard
routing protocols including AODV, CBRP, and
Secure-AODV to evaluate improvements in security
and performance.

Table 1 Simulation Parameters

Parameter Value

Simulator NS-3

Simulation Area 1000 m x 1000 m

Number of Nodes 50 — 150

Network Type Sensor-Enabled MANET
Mobility Model Random Waypoint

Node Speed 1-20m/s

Simulation Time 100 — 300 seconds

Traffic Type Constant Bit Rate (CBR)
Packet Size 512 bytes

MAC Protocol 1IEEE 802.11

Energy Model Basic Energy Model (NS-3)
Compared Protocols AODV, CBRP, Secure-AODV

B. Performance Metrics



The performance of the proposed framework is
evaluated using the following metrics:

1. Packet Delivery Ratio (PDR):

Packet Delivery Ratio (PDR) is a critical metric that
reflects the reliability and efficiency of data
transmission in sensor-enabled MANETs. As
illustrated in Fig. 3, the proposed trust-aware
clustering and secure routing framework consistently
achieves a higher PDR compared to AODV, CBRP,
and Secure-AODYV across varying network sizes. The
performance improvement is more prominent under
higher node density conditions, where conventional
protocols experience increased packet loss due to
frequent route breakages and malicious activity. The
proposed framework enhances PDR through stable
Cluster Head selection, reduced link failures, trust-
based route formation, and early isolation of malicious
nodes. On average, the proposed method improves
PDR by approximately 8-15% compared to Secure-
AODV, demonstrating its effectiveness in maintaining
reliable = communication under dynamic and
adversarial network environments.

Packet Delivery Ratio (26)

2 4 60 80 100
Number of Nodes

Fig. 3 Packet Delivery Ratio Comparison

2. Average End-to-End Delay:

The average time taken for a data packet to travel
from source to destination. Fig. 4 clearly shows that
the proposed trust-aware clustering framework
achieves significantly lower delay compared to
AODV, CBRP, and Secure-AODV across all node
densities.
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End-to-End Delay Comparison (Bar Graph)

250 1

200 1

150 4

100 4

End-to-End Delay (ms)

20 40 60 80 100
Number of Nodes

Fig. 4 End-to -End Delay Comparison

3. Routing Overhead:

The ratio of control packets transmitted to
data packets delivered. Fig. 5 clearly shows that the
proposed trust-aware clustering framework produces
significantly lower routing overhead compared to
AODV, CBRP, and Secure-AODV across increasing
node densities.

250

200

150 A

Routing Overhead

100 A

50 A

20 40 60 80 100
Number of Nodes

Fig. 5 Routing Overhead Comparison

4. Detection Accuracy:

The  percentage of  correctly
identified malicious nodes. Fig. 6 shows that
the proposed trust-aware  clustering
framework consistently achieves higher
detection accuracy compared to AODV,
CBRP, and Secure-AODV across all node
densities.



100 A

80 1

60

Detection Accuracy (%)

201

20 40 60 80 100
Number of Nodes

Fig. 6 Detection Accuracy Comparison
6. Network Lifetime:

The time duration until the first node
exhausts its energy. Fig.7 clearly shows that the
proposed trust-aware clustering framework achieves
the longest network lifetime across all node densities
compared to AODV, CBRP, and Secure-AODV.

1000 4

800 1

600

Network Lifetime (Seconds)

200 -

20 40 60 80 100
Number of Nodes

Fig. 7 Networklife Comparison

C. Results and Comparative Analysis

Simulation results demonstrate that the proposed
trust-aware clustering framework outperforms AODV,
CBRP, and Secure-AODV under varying mobility and
node density conditions.

e Packet Delivery Ratio improves due to
elimination of low-trust nodes from routing
paths

e End-to-End Delay is reduced because stable
Cluster Heads minimize route breakages.

e Routing Overhead decreases due to cluster-
based communication structure.

e Detection Accuracy increases through trust-
assisted intrusion detection.

e Network Lifetime is extended through energy-
aware CH selection.

The improvements become more significant under
high mobility and high node density scenarios, where
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conventional protocols experience frequent route
failures and increased packet loss.

D. Discussion

The integration of trust evaluation, hybrid CH
selection, lightweight encryption, and intrusion
detection provides a balanced trade-off between
security and performance. Unlike centralized or
computationally heavy solutions, the proposed
framework maintains low overhead while ensuring
secure and reliable routing suitable for sensor-enabled
MANET environments.

VII. CONCLUSION AND FUTURE WORK

This paper presented a unified trust-aware
clustering framework to enhance routing security and
performance in sensor-enabled Mobile Ad Hoc
Networks (MANETs). The proposed approach
integrates dynamic trust computation, hybrid Cluster
Head (CH) selection based on trust, residual energy,
mobility, and connectivity, lightweight symmetric
encryption for secure communication, and a cluster-
level intrusion detection mechanism. By preventing
low-trust nodes from participating in routing and
cluster formation, the framework improves network
stability, routing reliability, and energy efficiency.
Simulation results using NS-3 demonstrate that the
proposed method achieves higher Packet Delivery
Ratio, lower end-to-end delay, reduced routing
overhead, improved detection accuracy, and extended
network lifetime compared to AODV, CBRP, and
Secure-AODV. These findings confirm that
combining trust evaluation with clustering and
lightweight security mechanisms offers an effective
and scalable solution for dynamic and resource-
constrained MANET environments. Future work may
focus on adaptive weight optimization using machine
learning for dynamic CH selection, evaluation under
advanced attacks such as wormhole and Sybil attacks,
real-world testbed implementation, extension to
heterogeneous IoT-enabled MANETS, and exploration
of lightweight blockchain-assisted trust management
approaches.
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